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+ Summary

This document provides guidance to organizations on how they can secure
their Active Directory. This includes making backups, delegating rights,
designing MS Administrative Tier Model, etc.

Not everyone can afford expensive consultants, so | decided to work on a
document that doesn’t cost you any money, but it requires some effort on
your side to work towards this document. Because this doc will guide you
“"hands-on’’ through the different steps you need to take, to mitigate the risk
of being compromised.




 Foreword

Active Directory is often managed poorly and IT managers are often very
incompetent, but that is not a surprise anymore.

A lot of targeted ransomware attacks are leveraging through Active Directory
and most organizations aren’t even looking how their own AD environment is
set-up.

AD has always been placed at the IT Operations teams, and all of them often
have the freedom to manage it the way, how they like it. Because nobody
really cares about AD, until they end up the like the following:

... Hydro Hit by LockerGoga Ransomware via Active Directory
=-~ BankinfoSecurity.com - 20 mrt. 2019
= Aluminum giant Norsk Hydro has been hit by an attack that appears to have ... by
using the company's own Active Directory services against it.
Norsk Hydro cyber attack: What happened?
Help MNet Security - 20 mrt. 2019
Alle bekijken

If you have an Active Directory, which most organizations do. Can your
business still go further when AD is down for 5 days?

Like | said before. It is often managed very poorly, and yes. Also your managed-
services might not do a great job.

Are you aware what kind of insecure changes are made in AD? Like for example
adding service accounts with poor passwords to Domain Admin?

Who manages the high-privileged groups in AD with the likes of Domain &
Enterprise Admins. Does your security or IAM teams manages it or is it
someone from IT that makes all the decisions?

These are all questions that might be worth to ask yourself before you further.
From what | have experienced in my career so far is the following:

» Everyone from IT is Domain Admin

* |IT personnel makes all the decisions in AD, which includes managing
groups.

+ Companies with a managed-services are most of the time not in control
of the changes that are made in AD.



* Introduction

1 - Insecure configuration

.1) - Built-in\Administrator & Domain Admins accounts with a SPN
.2) - Accounts with “’Do not require Kerberos pre authentication”
.3) - Exchange groups with WriteDacl on the DNC
.4) - Default Domain Password Policy

« 2 -DHCP
2.1) - Delegate rights to authorize at a DHCP server
2.2) - Delegate rights to create & delete subnets and sites
2.3) - Ensure backups of DHCP are made and stored securely

« 3 -DNS
3.1) - RBAC with DNS
3.2) - Ensure that backups of DNS are made and stored securely
3.3) - Ensure the DnsAdmins group is monitored

- 4 -PKl
4.1) - RBAC with PKI
4.2) - Ensure that auditing is enabled on PKI servers and AD CS related events
are forwarded to a SIEM
4.3) - Ensure that backups of PKI are made and stored securely

* 5 - Domain Controllers
5.1) - Ensure that the Default Domain Controllers Policy is replaced with a more
secure focused GPO.
5.2) - DSRM as Break-Glass account
5.3) - Ensure Windows Server Backup or equivalent is installed on the DC to
make back-ups of Domain Controllers

* 6 - Group Policy
6.1) - Replace “Authenticated Users’’ at the GPO’s that are linked to the DC
and add the ““Domain Controllers’ group to it at Security Filtering
6.2) - GPO’s that are linked to the Domain Controller or the Domain Root needs
to be managed by Tier 0 admins.
6.3) - Stop using Group Policy Creator Owners



* 7 - Active Directory
7.1) - Do not use Account Operators
7.2) - Do not use Print Operators
7.3) - Do not use Server Operators, but there are exceptions
7.4) - Turn on Active Directory Recycle Bin
7.5) - Delegate rights for Tier 1 to restore AD objects
7.6) - Tier 0 admins needs to be part of the “’Protected Users’’ group
7.7) - Tier 0 admins needs to have the “"Account is sensitive and cannot be
delegated’” checkmark.
7.8) - Reset the password of the KRBTGT account twice

8 - Monitoring
8.1) - Monitoring high-privileged groups in AD
8.2) - Deploy honey user for attacks such as Kerberoasting

* 9 - Administrative Tier Model
9.1) - Understand the purpose of MS Administrative Tier Model
9.2) - How to design the MS Administrative Tier Model?

9.3) - Ensure Azure AD Connect is managed from a Tier 0
9.4) - Ensure ADFS servers are managed from a Tier 0
* 10 - Others

10.1) - Deploy Azure AD Password Protection for on-premise
10.2) - Set a password for the Guest account in AD

e 11 - Access Controls
11.1) - Discretionary Access Control List
11.2) - Access Control Entities
11.3) - BloodHoundAD

« 12 - AD Audit Tools
12.1) - PingCastle

+ 13 - Acknowledgment
13.1) - Acknowledgment and References



« 1.1 - Built-in\Administrator with a SPN

Built-in\Administrator is the default account that is created when Active
Directory is installed on the first DC.

This account is stored in the CN=Users container and is considered as one of
the most privileged account in Active Directory, because it is part of groups,
such as Domain Admins and Enterprise Admins.

Unfortunately this account has been (mis)used for different tasks with the likes
of setting up multiple SQL servers.

* Here you can see that the Administrator account has an SPN

Administrator Properties ? >
Organization ~ Published Cerfficates  Member Of  Password Replication
Dial4n Ohbject Securty Environment Sessions
General Address Account Profile Telephones Delegation
Remote control ~ Remote Desktop Services Profle = COMe  Attribute Editor

Attributes:
Attribute Value
revision <not set:
rid <not set>
roomMumber <not set>
sAMAccountMame Administrator
sAMACcount Type 2805306368 = ( NORMAL_USER_ACCOUMT
script Path Znot set:
secretany =not set=
securtyldentifier “not set
seeflso <not set>
seralMumber <not sets
| servicePrincipalMame  MSS5GLSve/com contoso.com: DEA: 1433
shadow Expire <not set
shadowFlag Znot set
shadowInactive “not set:
< >




« Why care?

Every authenticated user in the domain is able to request the service ticket
from this Built-in\Administrator account.

Now they are able to export the service ticket locally and crack it offline
without being detected.

If an attacker is able to crack the Built-in\Administrator account. He or she has
all the keys to the kingdom. Because this account is part of the Domain
Admins, group.

 This is the SPN of the Administrator account

EXN Windows PowerShell

Po
Elht 2016 Microsoft Corporation. All rights reserwved.

Administrator
or CH=Administrator,CH=Users,D =corp,d =contoso,DC=com:
orp. contoso. com:DEA:1433

5 em. IdentityModel
System. Identi vModel. Tokens. KerberosRequestorSecurityToken

: uuid-debfl09e-02be-4 36 f8d3e28c9ef-1
SecurityKeys 3 t I . Memo mmetricSecuritykKey}
f dFrom
dTi

ySymmetricSecurityKey

+ Attacker exports the service ticket and can now crack it offline without
any detection or account lockouts.

) #18362 Dec 22 2019 21:45:22
' - 3

gentilkiwi.com )

000012 -
Start/End, C Wi 9 5:12: f28,/2019 ': 2:22 HE 20 5:12:22 AM
Server Name :
Client MName
5 pr‘e authent ; inmitial ; renewable ; forwardable ;

ved to Tile : 0-20e10000-Mar rbtgt~CORP. CONTOSO. COM-CORP. CONTOS0. COM. kirba

[00000001] - Ox00000017 hrnac r1t
start /Fnd; (Renew: aM: 112:22 : 20 5:12:22 AM
Server Name f 3
Client Name On
Flags 40a10000 : name_canonicalize pre_authent ; renewable ; ardable ;
Saved to file : 1-40a10000-Mar QLSvc~corp. cont . Com~DBA~1433-CORP. CONTOSOD. COM. kirbi




« Recommendation

High-privileged accounts that contains a SPN are immediately at risk, because
every authenticated user is able to request service tickets of those accounts
and can crack it offline.

It is recommended to use a strong password of around 25 characters for
service accounts with SPNs, but since we’re talking about the Administrator
account. It does not need to have a SPN, so remove the SPN of the
Administrator account.

Run CMD with elevated rights (GenericWrite or equivalent is required)

* Setspn -L Administrator
» Setspn -D MSSQLsvc/corp.contoso.com:DBA:1443 Administrator

setspn Administrator
ePrincipalNames for CN=Administrator,CN=Users,DC=corp,DC=contoso, M =com:
1433
L5vc/corp. contoso. com:DBA:1433 Administrator

ering ServicePrincipalNam r CN=Administrator,CN=Users, D =corp, D =contoso,DC=com
MSSQLSve/corp. contoso. com:DBEA:1433
Updated ob
5 C:\windows'\system32= _

* When can | use the Administrator account?
| would keep this account disabled, but only use it for the following tasks:
* Promote a Domain Controller

 Raise a Domain Functional Level
e Add a new Domain Trust



« 1.2 - Accounts with ’Do not require Kerberos pre
authentication”

Do not require Kerberos pre authentication’ is another exposure for an
attacker to perform a Kerberos related attack like | have mention above at 1.1

If pre authentication is disabled. An attacker is able to request authentication
data from the Domain Controller and the DC will return an encrypted TGT that
can be cracked offline.

HoneyUser Properties ? >

Published Cerificates  Member Of  Password Replication  Dialin = Ohbject
Security Environment Sessions Remote control
Remote Desktop Services Profile COM= Attribute Editor

General Address Account Prafile Telephones Crganization

User logon name:

| Honeyser | @contoso.com e

User logon name (pre-Windows 2000):
|co NTOSON | | HoneyUser

Logon Hours... LogOn To...

[ ] Unlock account

Account options:

[ Use only Kerberos DES encryption types for this account .
[ This accourt supports Kerberos AES 128 bit encryption.

_[_1 This accourt supports Kerberos AES 256 bit encrvption
Do not reguire Kerberos preauthentication W




« Why care?

An attacker is able to request the TGT of every account that has pre
authentication disabled and can later on, crack it offline without being
detected.

» Attacker performs recon to discover accounts with pre authentication
disabled

2= get-aduser
NotRequirePrefuth

inguishedName : CN=HoneylUszer ,0U=Users= ,0U=Accounts , DC=corp, D =contoso,DC=com
NotReguirePreAuth : True
: True
: Honeylser
E : Hon Iser
ObjectClaszs r
i0bjectGUID

35-1709913503-20601
ame 3
UserPrincipalName : HoneylUser@corp. contoso. com

» Attacker request the TGT of the vulnerable account(s) and can crack it
now offline.

contoso,DC=com

* Event 4768 “An Kerberos authentication ticket (TGT) was requested’” will
show in the security event logs of the DC.



« Recommendation

| would start with discovering accounts that have pre authentication disabled
and take a look if those accounts are still in use. If not, enable pre
authentication again.

+ get-aduser -LDAP "(&(objectCategory=person)

(userAccountControl:1.2.840.113556.1.4.803:=4194304))" -properties
DoesNotRequirePreAuth

& Microsoft Corporation. All rights reserwed.

tem32> get-aduser
NotRequirePrefuth

inguishedName : CN=HoneylUszer ,0U=Users= ,0U=Accounts , DC=corp, D =contoso,DC=com
NotReguirePreAuth : True
: True
: Honeylser
E : Hon Iser
ObjectClaszs r
i0bjectGUID

35-1709913503-20601
ame 3
UserPrincipalName : HoneylUser@corp. contoso. com

* You likely will find service accounts that have pre authentication disabled,
because of compatibility reasons, but if you have managed to discover
normal accounts that have pre authentication disabled. Enable it again!

Amy Rusko Properties ? *

Published Cedificates  Member Cf  Password Replication  Dialin  Object
Security Environment Sessions Remate contral
Remote Desktop Services Profile COM= Attribute Editor

General Address Accourt Profile Telephones Organization

User logon name:

|arm' | Ecorp.contoso.com e

User logon name ipre-Windows 2000):

[coRPy | [Amy

Logon Hours... Log On To...

[J unlock account

Accourt options:

[ Use only Kerberos DES encryption types for this accourt ~
[ This accourt supports Kerberos AES 128 bit encryption.
[ This account supports Kerberos AES 256 bit encryption.
[ | Do not require Kerberos preauthentication w

Account expires

(®) Never
() End of: Maonday | January 27, 2020




« 1.3 - Exchange groups with WriteDacl on the DNC

By default most organizations around the world have an Exchange that they
used to install 10 years ago.

Exchange has by default a lot of rights in AD that is delegated in the
environment. Even on the Domain Naming Context or known as the Domain
Root.

: Active Directory Users and Computers [DC.corp.contos corp.contoso.com Properties ? Y
| Saved Queries
w I_—f_:] corp.contoso.com General Managed By Object Securty  Attribute Editor
d | Accounts ;
| Builtin é‘gl comp.contoso.com
| Computers
2| Domain Controllers
_| ForeignSecurityPrincipals Domain name (pre-Windows 2000):
| Keys CORP |
| LostAndFound
| Managed Service Accounts Description:
| Program Data || |
| System
| Users Domain functional level:
| NTDS Quotas Windows Server 2012 R2
| TPM Devices

Forest functional level:
Windows Server 2012 R2

+ Exchange Windows Permissions with WriteDacl on the DNC

Permission Entry for corp

Principal: | Exchange Windows Permissions (CORP\Exchange Windows Permissions) | Select a principal

Type: Allow ~

Applies to: | This object and all descendant objects o

Permissions:
[]Full control [] Delete mslmaging-P5Ps objects
[ List contents [] Create MSMQ Queue Alias ohjects
] Read all properties [] Delete MSMC Queue Alias objects
[]Write all properties [] Create msPKI-Key-Recovery-Agent objects
] Delete [] Delete msPKI-Key-Recovery-Agent objects
Delete subtree [] Create msSFU30MailAliases objects
[]Read permissions [] Delete msSFU30MailAliases objects

| Madify permissions [] Create msSFU30Metld objects

[ Modify owner [] Delete msSFU30Metld objects




« Why care?

It is a common mistake that organizations are delegating groups on the DNC,
which is not something that | would recommend you to do so.

Besides of Exchange Windows Permissions and Exchange Trusted
Subsystem. | would recommend you to look for others group with permissions
such as GenericAll, GenericWrite, WriteDacl and WriteOwner

Get-Acl -Path "AD:\OU=Domain
Controllers,DC=corp,DC=contoso,DC=com" | Select-Object -
ExpandProperty Access

Exchange Trusted Subsystem with WriteDacl on Descendant Group

Objects

ActiveDirectoryRights
Lnheritancelype
ObjectType
InheritedObjectType
ObjectFlags

AccessControlType
IdentityReference
I=Inherited
InheritanceFlags
PropagationFlags

: ReadProperty, WriteDacl

: Uescendents

= 0O0000000-0000-0000-0000-000000000000
: bf967a9c-0des-11d0-a285-00aald0304 92
: InheritedObijectAceTvpePreszent

= Allow

: CORPYExchange Trusted Subsystem

: True

: ContainerInherit

: Inher1tOnly

Exchange Windows Permissions with WriteDacl on the DNC

ActiveDirectoryRights
InheritanceType
ObjectType
InheriteddbjectType
ObjectFlags

&rrpqafnn+rn1Tpr
IdentityReference
I=Inherited
InheritanceFlags
PropagationFlags

: ReadProperty, DeleteTree, WriteDacl
: Al

o OO0 00000 — OO0 — D000 — G000 — OO OO OOC OO0
:  0O000000-0000-0000-0000-000000000000
: None

2 -'3;1 1 !

: CORPYExchange Windows Permissions

: True

: ContainerInherit

: Mone

An attacker is able to modify the rights on the DNC to grant every ACE for
example the DS-Replication-Get-Changes & DS-Replication-Get-
Changes-All permissions to synchronize credentials from the Domain
Controller and become a Domain Admin.




« Recommendation

If you are running an Exchange of 2013-2019. There is a way to resolve this
problem, which is by installing the latest cumulative update.

Fore more information:
https://support.microsoft.com/en-us/help/4490059/using-shared-permissions-
model-to-run-exchange-server

The second way to resolve this problem is, when you have fully migrated your
entire Exchange environment to Office365 and you don’t use anything of on-
premise anymore. Remove WriteDacl on the DNC from both Exchange groups.

* What happens when you have Exchange 2010?

| have tested this from my own experience, and when you remove WriteDacl
from Exchange Trusted Subsystem. It will break a small functionality in
Exchange, which is granting “’'Send as’’ permissions to users through the
Exchange Management Console.

This can be resolved by delegating WriteDacl on Descendant Users on the OU,
that stores all the mailbox accounts. Which means that you have to do it
through another way instead of using Exchange Management Console.

As far as | know. Removing WriteDacl of Exchange Windows Permissions in
Exchange 2010 didn’t cause any problems.

Don’t allow Exchange groups with having WriteDacl on the DNC. This makes it
much easier for an attacker to compromise your AD.


https://support.microsoft.com/en-us/help/4490059/using-shared-permissions-model-to-run-exchange-server
https://support.microsoft.com/en-us/help/4490059/using-shared-permissions-model-to-run-exchange-server

1.4 - Default Domain Password Policy

By default the domain password policy of AD is 7 or 8 characters, which can be
considered “insecure’ from all the breaches that has happened in the past.

Weak passwords are common in most environment and it is recommended to
increase the password policy to something stronger like 12 or 14 characters.

This is the default password policy of most environments

« Net accounts /domain

P5 C:hUsers'\Mark= net accounts Sdomain

Force user T+ how long after time expires?: Mever
Minimum [ ~d age (days): 1

W A3 mm__n; ~d_ane (day . 47
Minimum [ ~d Tength: Fi

Length ot p word history maintained: 24

Lockout thr d: Mewver
t duration (minutes): 30

Lockout observation window (minutes): 30

omputer role: PRIMARY
he command completed successfullwy.




« Why care?

Weak passwords are considered insecure, and attackers love weak passwords.
There is an attack called “’Password spraying’’, where someone loops one
password across the entire domain to see if someone used a poor password,
such as ““Wachtwoord”’

Here | have created four users in AD with “Wachtwoord’ as password.

Name Type

E) Alice Ciccu User
% Ben Smith User
% Don Jones User

Userl User
& User2 User
& User3 User
E) Userd User

» Password spraying attack on 8 users and 4 of them have been cracked in
this example.

onfirm Password Spray

[N] MNc




« Recommendation

It can be a challenge, but if possible. Increase the password policy to
something like 12 or 14 characters. It's a difficult task since lots of political
reasons will be involved when doing this.




« 2.1 - Delegate rights to authorize to DHCP servers

One of the common reason(s) that IT personnel require “’"DA"’ privileges is
because they need to authorize to DHCP servers, but unfortunately. This is by
default only allowed for Domain Admins or equivalent.

Which means that it needs to be delegated. Do most organizations have done

this? No.

All the metadata of DHCP is stored in the CN=NetServices container. As you
can see in the following screenshot.

pEpE Active Directory Sites and Services

File  Action View Help

= 2HXEC=HE A2

@ Active Directory Sites and Servic
w [ | Sites
| Inter-Site Transports
| Subnets
E Default-First-Site-Mame

| w || Services

AuthM Pelicy Configurat
Claims Configuraticn

| Group Key Distribution 5
| Microsoft SPP
MsmgServices
|77 MetServices |
Public Key Services
REAS
Shadow Principal Config

Windows MNT

Mame

] de.contoso.com
] DhepRoot

Type
dHCPClas=
dHCPClas=

* Here you can see that the DACL of CN=NetServices only contains two
ACE’s with GenericAll or equivalent permissions. Which is in this case.
Domain & Enterprise Admins.

| Advanced Security Settings for NetServices |

Owner: Enterprise Admins (CONTOSO\Enterprise Admins) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry, To medify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
8% Allow  Authenticated Users Special Mone This chject only
8% Allow  SYSTEM Full control Mone This chject only
SR Allow  Enterprise Admins (CONTOS...  Special MNaone This object only
H2 Allow  Domain Admins (CONTOSOV...  Special CM=Cenfiguration,DC...  This object and all descendant...
SR Allow Enterprise Admins (CONTOS...  Full control CM=Cenfiguration,DC...  This object and all descendant...




« Recommendation

Create a new group that is allowed to authorize to DHCP servers.
* Open ADSI.Edit

* Go to the following: CN=Configuration - CN=Services - CN=NetServices
- Properties - Security - Add the delegated group —» Advanced - Edit »
Descendant dHCPClass objects

* Select the following permissions down below:

Permission Entry for NetServices

Principal:  |AM-04-DHCP (CONTOSOWAM-04-DHCP)  Select a principal

T}rpe: Allow o

Applies to: | Descendant dHCPClass objects w

Permissions:
[ Full contral Read permissions
[+ List contents ] Modify permissions

Read all properties
[+] Wirite all properties

] Modify owner
] Allvalidated writes

Delete

* Now all the users in the delegated group are allowed to authorize to
DHCP servers.

F DHcP
File Action View Help

| T EQ:= HE QS

?. [EH':P Contents of DHCP Server Status
v 8 d_c (.3 Server Options
% :E:: _ Scope [1.0.0.0] Testing = Active ¥
| Scope [192.168.101.0] Testing ** Active ™
] Scope [192.168.10.0] CorpNet ** fctive **
(4] Policies
¥ Filters




« 2.2 - Delegate rights to create/delete sites and
subnets

We have created a group and delegated it to the CN=NetServices container so

it is allowed to authorize to all DHCP servers without having Domain Admin
privileges.

By default, creating new sites or subnets. Requires to have “DA’" as well, but
this can be delegated easily.

* Here we can see that when we expand the CN=Sites container. It
contains two other containers with the likes of “’Inter-Site Transport” and

“"Subnets”
@ I$'| # | XE -_5'?]| Sites Properties ? ey
@i Active Directory Sites and Servic .
:l General Object Securty  Attibute Editor
w| | Sites
| Inter-Site Transports (Group or user names:
| Subnets ER Authenticated Users
FH Default-First-Site-Name 82 SYSTEM

H® Erterprize Fead-only Domain Controllers (CORFPEnterprize Read-o...
H2 Domain Admins (CORPYDomain Admins)
HE Erterprize Admine (CORPEnterprize Admins)

Add... Remove
Pemissions for Authenticated Users Allow Dery
Full contral ] ] =
Read ]
Write D D
Create all child objects ] ]
Delete all child objects ] ] o

For special pemissions or advanced settings, click
Advanced.



e Recommendation

Use the delegated group that you have created before and grant it the
following permissions on the CN=Sites container:

* Create all child objects

* Delete all child objects

&7 E XE G =

@i Active Directory Sites and Servic
v Esi=]

| Inter-Site Transports

| Subnets

FE Default-First-Site-Narme

Sites Properties ? x

General Object Securty  Atrbute Editor

(Sroup or user Names:
BB Athenticated Users ”

!E! 1AM-04-DHCP (CORPAM-04-DHCF)

2% Enterprise Read-only Domain Cortrollers (CORP Enterprise Read-c

SR Domain Admins (CORPDomain Admins) R
£ >
Add... Femove
Pemissions for |AM-04-DHCP Allow Dery
Full contral ] 1 =
Read ]
Write [] ]
Create all child objects ]
Delete all child objects -

For special pemissions or advanced settings, click

Advanced. LTI

Now Domain Admin or equivalent is not required anymore to create or delete

sites and subnets.




« 2.3 - Ensure backups of DHCP are made and stored
securely

Back-ups are crucial and especially on AD & DHCP, because DHCP allows

devices to participate in networks by allocating IP addresses and provide a
directory lookup for valid addresses.

Back-up path of DHCP is: C:\Windows\System32\dhcp\backup
.

File Action View Help

s rEXEc HE BEE

? [EHCP MName
w o dccontoso.co iIP\ui
B IPvd 1Pt
i IPve de.contoso.com Properties ? x
Advanced

Database path: |C3""-1'“"":'0'\'\'5"'5)'513""32"‘-ﬂh0|3 Browse...

Backup path: IC:"-.Windows"-system32"-J:Ihcp"-backu|:| I Browse. . |

* Authorize to the DHCP server and click on “’Backup’’

% DHCP
File  Action  View Help

& HFXE G2 HE BE

tﬁ [EH':F' || Mame
de.
v _iiigr Add/Remove Bindings...
%
i 1Py, Unauthorize
Backup...
Restore...
All Tasks >

WView )




* Now store the backup in the following location: C:\Windows\System32\
dhcp\backup

Browse For Folder X

Select the folder where the DHCP server should place the
backed up files.

SoftwareDistribution L
Speech
Speech_OneCore
symbols
Systemn
Systemn32
v dhcp
v backup

new W

Make Mew Folder Cancel

* When accessing the directory folder of the DHCP backup. You can see
that the back-up of DHCP has been made.

DhecpCfg Properties =

General  Securty Details Previous Versions

I_—I |Dh-:|:|C.fg

Type of file: File

Description: DhepCig

Location: CWindows System 32 dhcp backup
Size: 267 KB {2,742 bytes)
Size on disk:  4.00 KB (4,096 bntes)

Created: Monday, October 31, 2016, 4:19:17 PM
I Modified: Today, September 17, 2015, 1 minute ago I
Accessed: Monday, October 371, 2016, 4:19:17 PM

Attributes [ Read-onky []Hidden Advanced. ..



« Recommendation

« Start with developing a process for making back-ups of DHCP if you
haven’t done it yet. Like when are we going to make back-ups of DHCP?

« Start with practicing the restore of it. How quick would you be able to
restore the DHCP back-up, when there is a disaster?

All the back-ups of DHCP are crucial and should be stored locally on a server
that is not AD joined.



« 3.1 - RBAC with DNS

Start with creating two new groups in Active Directory:
« DnsManagers

« DnsCreators

: Active Directory Users and Computers [DiC.corp.contost|| pame Type
| Saved Queries

~ i corp.contoso.com
w (3] Accounts

Description

%DnsCreators Security Group - Global
%Dnsf\danagers Security Group - Global

2| Clients
i Groups
Servers

Services

1| Users

i | DNS Groups

DnsAdmins is often not needed to manage DNS, because most tasks can be
delegated.

Since DnsAdmins has the rights to execute a DLL as SYSTEM on the DC. It
becomes a valuable target for attackers to elevate from DnsAdmins to Domain
Admin. All the users with GenericWrite or equivalent on the DC DNS Object can
perform this attack.

-

iy

File Action View Help | DC Properties T b
& $| -~ | L D = Interfaces Forwarders Advanced Root Hirts
% DS Debug Logging Event Logging Monitoring Security

VEIDC

: (Group or user names:
| Forward Lockup Zon

= :
| Reverse Lookup Zong ﬁgE?TOHONNER “
~| Conditional Forwardg 82 SYSTEM

A DnzAdming (CORPA\DOnsAdmins)

82 Domain Admine {CORP\Domain Admins)

S® Enterprisge Admins (CORPEnterprise Admins) =
Add... Remove
Pemissions for DnsAdmins Allow Dery
Full contral ] o =~
Fead [+] |
Write: | |:|
Create all child objects O
Delete all child objects | )
Faor special pemissions or advanced settings, click i ——

Advanced.



DnsAdmins DnsManagers DnsCreators
e Configure e Create new e Create new
Debug/Event records, such as records, such as
logging MX, CNAME, A, MX, CNAME, A,
AAA, etc. AAA, etc.

Configure a DNS
Server

Delete created
records

Delete created
records

Create new
Forward/Reverse
Lookup Zone

Read DNS Event
Logs

Create new
Conditional
Forwarders

GenericAll on
exisiting DNS
records

Clear (DNS) Cache

Start, stop and
pause the Forward
Lookup Zone

Start, Stop, Pause
and Restart the
DNS Server

Change the Zone
type (e.g. Primary,
Stub and
Secondary)

Give permission to
users/groups to
manage the
Forward Lookup
Zones

Allowing Zone
Transfers

Add/Remove Name
Servers

Change
aging/scavenging
properties

Change the TTL of
a Forward lookup
zone

Sign the zone with
DNSSEC




DnsManagers

1. Start with adding the group to the DACL of the DC DNS Object and make

sure it has ‘’"Read all properties’ permission. That's it.

File Action View Help DC Properties 7 e
o9 | HE XE G
S Interfaces Forwarders Advanced Roaot Hints
=] [ENS Debug Logging Event Logging Manitoring Security
v 3 DC
| Forward Lookup Zones G-rloup Or LSS names:
| Reverse Lookup Zones £2 CREATOR OWNER -
| Conditional Forwarders i& DnsManagers (CORP\OnsManagers) I
H% SELF
SR SYSTEM
2 DnsAdmins (CORP\DnsAdmins)
H2 Domain Admins (CORP'\Domain Adming) W
Permissions for DnsManagers Allow Derry
Full contral [] .
Read | O
Wite D D
Create all child objects O |
Delete all child objects ] 1 o
For special permizsions or advanced settings, click Aevenced
Advanced.

2. Expand the Forward Lookup Zones containers

* Give DnsManagers “"GenericAll’”” on the Forward Lookup Zones
& -
& L anage
Fle Action View Help corp.contosc.com Properties ? >
o 7S XE G =] General Start of Authorty (SOA) Name Servers
@ WINS Zone Transfers Security
£ DNs
v F bC Group or user names:
~ || Forward Lockup Zones 42 DnsAdmins (CORFPDnsAdmins "

- _msdes.corp.contoso.com

corp.contoso.com I

Iéﬁ

| Reverse Lockup Zones

~| Conditional Forwarders

E DnsManagers (CORP\DnsManagers)

Domain Admins (CORPDomain Admins)
52 Enterprise Admins (CORP\Enterprise Admins)
SR Administrators (CORP \Administrators)
52 Pre-Windows 2000 Compatible Access (CORP\Pre-Windows 20... v

Add... Remove

Pemissions for DnsManagers Allow Deny

Full corntral o =

Read O

Write O

Create all child objects |

Delete all child objects O

Snerial nemigsinns N
For special pemissions or advanced settings, click heneed

Advanced.




+ Delegate rights to DnsManagers to read DNS Event Logs

By default only Domain Admins or equivalent can read DNS Server logs.

3. Log in as Domain Admin and run CMD with elevated rights

3.1. Type the following command in CMD: wevtutil gl "DNS Server" > C:\
Temp\DNS_Server.txt

C:\windowshsystem32>wev il g1 "DNS Serwver" > C:\Temp“DNS5 Server.txt

C:Zwindows

3.2. Open the C:\Temp folder and click DNS_Server.txt

ChTemp | @ Search Temp
o
ts ~ Marne Date modified Type
-| DMS_Server 12/28/201910:534 ... Text Document
le
(R

3.3. Copy the following part of the textfile: channelAccess: (A;;0x1;;;SID)

| DNS_Server.bd - Motepad - O *
File Edit Format Wiew Help

name: DNS Server
enabled: true
type: Admin
owningPublisher:
isolation: Application
channelAccess: |0:BAG:SYD: (A; ;@xfBBBT; ; ;SY) (A; ;0x7;;;BA) (A;;0x5;;;SON(A; ;0x1; ;5 ; IUIA; ;8x1;;
logging:

logFilelame: #SystemRoot®\System32\WinevtiLogs\DNS Server.evtx

retention: false

autoBackup: false

maxSize: 104857600
publishing:

fileMax: 1



file:///C:/Temp

3.4. Get the SID of the DnsManagers group

ndows PowerShe
Copyright (C) 2016 Microsoft Corporation. All rights reserwved.

P5 C:\Users'Mark> Get-ADGroup

DistinguishedName : CH=DnsManagers,0U=DN5 Groups,0U=Accounts,DC=corp,=contoso, D{=com
GroupCategory 1 Security
GroupScope : Global
: Dns=Managers
: group
: 7374a049-1786-47d1-85T8-98f174ef124b
SamAccountMame : DnsManagers
5ID 1 5-1-5-21-3566662483-2648771335-1709913503-20601

3.5. Copy the following (A;;0x1;;;SID) and replace “’SID’" with the actual SID of
the DnsManagers group.

S-1-5-21-3566662483-2648771335-1709913503-20601
Which means that you should get something like this:
(A;;0x1;;;S-1-5-21-3566662483-2648771335-1709913503-20601)

3.6. Now copy (A;;0x1;;;S-1-5-21-3566662483-2648771335-
1709913503-20601) and paste it at the end of channelAccess in the text
file.

M:| DMS_Server - Motepad — O *
File Edit Format View Help

(A;;8x2;;;NS) (A; ;8x2;;35-1-5-33)f(A; ;0x1; ; ;5-1-5-21-3566662483 -2648771335-1709913503-20601 )|




3.7. Now copy the entire text from O:BAG:SYD: till the end of the text.
O:BAG:SYD:(A;;0xf0007;;;SY)(A;;0x7;;;:BA)(A;;0x5;::SO)(A;;:0x1;;;:IU)(A;;0x1;;;SU)

(A;;0x1;;;S-1-5-3)(A;;0x2;;;LS)(A;;0x2;;;NS)(A;;0x2;;;5-1-5-33)(A;;0x1

21-3566662483-2648771335-1709913503-20601)

;5:5-1-5-

3.8. Open CMD with elevated rights and type the following command:
wevtutil sl “DNS Server” /ca: O:BAG:SYD:(A;;0xf0007;;;SY)(A;;0x7;;;BA)

(A;;0x5;;;SO)(A;;0x1
(A;;0x2;;;NS)(A;;0x2

1224

1224

IU)(A;;0x1;;;SU)(A;;0x1
S-1-5-33)(A;;0x1;;;S-1-5-21-3566662483-

2648771335-1709913503-20601)

BX Administrator: Command Prompt

1224

S-1-5-3)(A;;0x2;;;LS)

3.9. DnsManagers can now read the event logs of “’"DNS Server”’

{2] Event Viewer (DC.CONTOSO.COM)

DNS Server Mumber of events: 359

~ g Custom Views
| ServerRoles
¥ Administrative Events
~ [m Windows Logs
| Application
& Security
'—| Setup
| System
=| Forwarded Events
w [ Applications and Services Logs
G| Active Directory Web Services
i| DFS Replication
| Directory Service
I 5| DNS Server I
=| Hardware Events
5| Internet Explorer
G| Key Management Service
1 Microsoft
| Windows PowerShell

3.10. DnsManagers has now all the rights that we have managed in

model.

Level Date and Time Source Event ID Task Catego... ™

| Informaticn 10/23/2019 4:48:03 AM DM5-5erver... 4 Mone

'i:i:i' Information 10/23/2019 £:48:02 AM DMS-Server... 2 Mone

'313' Information 10/23/2019 4:48:02 AM DMNS-Server... 7648 Mone

lﬁjjﬁ' Informaticn 10/23/2019 4:48:02 AM DM5-5erver... 769 Mone

li:i::' Infermation 10/23/2019 4:48:02 AM DMS-5erver... 769 Mone

'i:i:i' Informaticn 10/23/2019 4:48:02 AM DMS-5erver... 769 Mone

/¥, Warning 10/23/2019 4:47:44 AM DMS-5Server... 4013 MNone

'Z:ijl' Informaticn 10/23/2019 £:47:39 AM DMS-5Server... 7693 Mone

(i) Infarmation TA18/2017 4:48:23 PM DNS-Server... 3 None

(i) Information 7/18/2017 4:36:11 PM DMS-Server... 4 Mone

|1 ) Information 771872017 4:36:10 PM DM5-5erver... 2 Mone

(i) Information 7/18/2017 4:36:10 PM DNS-Server... 7648 Mone

(i) Information 7/18/2017 4:36:10 PM DNS-Server... 769 Mone

(i) Infermation 7/18/2017 4:36:10 PM DMS-Server... 769 Mone

'Z:E:Z'Information 771872017 4:36:10 PM DMS-5Server... 769 MNone

/1 Warning 771872017 4:35:53 PM DMS-5erver... 4013 Mone

'ijzi'lnfc-rmatic-n 7872017 4:35:47 PM DM5-5erver... 7693 Mone o
our RBAC



« DnsCreators

Add the ““DnsCreators’’ group to the DACL of the DNS Object and ensure only
“’Read all properties’’ is assigned. That's it.

File Action View Help DC Properties 7 >
rallesl . al = | K
& $| = | x B = '_>| Interfaces Forwarders Advanced Root Hints

.ﬁ, DMNS Debug Logging Event Logging Maonitoring Security

Group or user names:

w || Forward Lockup Zones

S2 CREATOR OWNER -
| 2 DnsCreators (CORP!DnsCreators)

S& SELF

SR SYSTEM

52 DnsAdming (CORP\DnzAdming)

52 Domain Admins (CORP'Domain Admins) b

B _msdcs.corp.contosa.com

=H

I corp.contuso.com

| Reverse Lookup Zones

| Conditional Forwarders

Remove

Pemissions for DnsCreators

Full contral

Read

White

Create all child objects
Delete all child objects

ooEd % E

DDDDD%

For special permissions or advanced settings, click Advanced
Advanced.

+ By default “Authenticated Users’’ already have “’Create all child objects”’
on the FWL zones, so that means that DnsCreators can create DNS
records. If it has ““"Read’” permission on the DNS Object itself.

File Action View Help corp.contoso.com Properties [4 >
> allznl(l a = | H
|$ $ | — | x D s | . General Start of Autharty (SOA) Mame Servers
2, DNS WINS Zone Transfers Security

v & ch Group or user names:
w || Forward Lookup Zones e
- iz P
Bl _msdcs.corp.contoso.com HCEEEWEFSH OWMNER

| 2| corp.contoso.com |

. 8% SELF
- Lovelse Loolup Fones M
| Conditional Forwarders TF SvSTEM

52 DnsAdmins {CORP\DnsAdmins)

W
Add... Remove

Pemissions for Authenticated Users Allow Denmy
Full control O |
Read O |
Write [ O
Create all child objects | O
Delete all child objects | [l
Snerial nemiseinne N

For special pemissions or advanced settings, click Arerced
Advanced.




« 3.2 - Ensure that back-ups of DNS are made and
stored securely

All the information related to DNS records etc are stored in the following
location: C:\Windows\System32\dns

* Open DNS Manager

+ Expand the Forward Lookup Zone, container.
% DNS Manager
File  Action View Help

= HElc= HEl § B

£ DNs

s Mame Type Status
v E D_C £ 1 Lookun 7. g_msdcs.cuntusu.cum Active Directory-Integrated Pr..  Running
ML ?rwar — gcuntusn.com Active Directory-Integrated Pr..  Running
_msdcs.contose.com

centoso.com

* Open PowerShell or CMD with elevated rights
+ Type the following commands:

1. Dnscmd /zoneexport _msdcs.contoso.com msdcs.contoso.com.txt

5 ChiUsershAdmimistrator>= dnsomd /fzoneexport _msdcs.contoso.com _msdcs. contoso. com. txt

NS Server . exported zone
_msdcs. contoso.com to file C:\Windowshsystem32YdnsY_msdcs. contoso. com. txt
ommand completed successfully.

5 ChhyUsers’\Administrator>

2. Dnscmd /zoneexport contoso.com contoso.com.txt

P5s C:hUsershAdministrator= dnsomd fzoneexport contoso.com contoso. com. txt
DNS Server . exported zone

contoso.com to file C ows\system32hdnsh contoso. com. txt
Command completed success

PS5 C:\Users‘Administrator> _




3. Open C:\Windows\System32\dns and you can see our back-ups

| = | dns

« o v

3 Quick access

[ Desktop
; Downloads

Documents
[&] Pictures

[ This PC

[ Desktop
|7—:'1 Documents

Share

» ThisPC » Local Disk (C:) * Windows » Systern32 » dns

LN

View

Mame B
backup
samples
D _msdes.contoso.com.dns
D _msdecs.contoso.com.bt
| ] cACHE.DNS
D contoso.com.dns

D contoso.com.bid

D dns.log

Date modified

9/17/2019 5:10 AM
10/31/2016 2:40 PM
10/31/2016 2:41 PM
9/17/2019 5:26 AM
10/31/2016 2:40 PM
10/31/2016 2:41 PM
9/17/2019 5:28 AM

9/17/2019 510 AM

v U

Search dns

Type

File folder

File folder
DMS File

Text Document
DM File

DM File

Text Document
Text Document

Size

1KE
2 KB
4 KB
1KE
4 KB
O KE



« Recommendation

» Store the DNS back-ups locally on a server that is not AD joined.

» Start a procedure for making back-ups of DNS if you haven’t done it yet.
Like for example. When are we going to make back-ups? Every month,
week, days?

» Start preparing for a disaster. What happens when someone accidentally
deleted your entire Forward Lookup Zone? How would you restore it
quickly as possible to reduce downtime? Do you know how to restore it?
These are questions that you might ask your team about.

+ Try to avoid or limit DnsAdmins since it is barely needed.

* Deploying a RBAC model for managing DNS reduces the risk for assigning
users the DnsAdmins privileges.




« 4.1 - RBAC with PKI

Requirement

Implementing RBAC to manage & approve authorization

Description

An RBAC model should be deployed to delegate
administrative tasks in CA to ensure that not one single
individual is able to compromise the entire CA server.

Supplement

There are two important tasks with a specific focus on CA

+ Manage CA
* Issue and Manage Certificates

By default Domain Admins or equivalent are able to manage
both tasks, but this groups should not be used to manage
CA.

Two new groups should be created and granted one of the
following permission mention above. None of them should
be able to do both tasks.

ID AD-CS-001
Version 1.1
Exception <lInsert here your exception>
+ Tasks
CA Administrator CA Manager
Configure and maintain the CA. Approve certificate enrollment and
revocation requests.




Who can do what?

CA Administrator

Create Certificate Templates

Enroll users and computers to the created certificate template

Start and stop Active Directory Certificate Services

Configure extensions

Configure roles

Define key recovery agents

Restrict certificate managers

Delete a single row in CA

Mass deletion of CA rows

Enable, publish, or configure certificate revocation list (CRL) schedules

Read the CA database

Read the CA configuration

Configure policy and exist module

CA Manager

Issue and approve certificates

Deny certificates

Revoke certificates

Reactivate certificates that are placed on hold

Renew certificate template

Recover archived keys

Read the CA database

Read the CA configuration




Start with creating two new groups in AD

« CA Administrators
« CA Managers

Mame Type Description
%Cﬂxﬂxdministratars Security Group...  Configure and maintain the CA
%CA Managers Security Group...  Approve certificate enrcllment and revocation reque

Open ADSI Edit —» Configuration - CN=Services - CN=Public Key Services

The following containers that have been marked in RED are the containers that
we need to use to delegate the administrative tasks.

* CN=Certificate Templates

« CN=0OID

Mame Class Distinguished Mame

T CH=AlA container CM=AlA CMN=Public Key Services, Ch
| CM=CDP container CM=CDP,CN=Public Key Services, CI
| CM=Certificate Templates container CN:CertificateTer‘nplates,CN:F'uI::ll
| CM=Certification Authorities  container CM=Certification Authorities, CH=Py
~| CM=Enrollment Services container CM=Enrollment Services, CM=Public
T CM=KRA container CM=KRA, CMN=Public Key Services,CI
I CM=0ID msPKl-Enter...  CMN=0I0,CMN=Public Key Services, C

|CN:NTAuthCertificate5 certification...  CM=NTAuthCertificates, CM=Public




* Right click on CN=Certificate Templates —» Security - Add -» CA
Administrators — Full control

CM=Certificate Templates Properties ? >

Attribute Editor  Security

GI'CILIIZI ar User names.

SR 4 thenticated Users

|82 CA Administrators (CONTOSO'\CA Administrators) |
HE SYSTEM

£ Domain Admins (CONTOS0Domain Admins)

£ Enterprize Adming {CONTOS0Enterprise Admins)

Add... Remaove

Pemissions for CA Administratars Allaw Dery

Full contral gl O =~

Read O

Write I:l

Create all child objects O

Delete all child objects [l o
For special pemissions or advanced settings, click o ——

Advanced.

* Right click on CN=0OID - Security -» Add - CA Administrators - Full
control

CHN=0ID Properties ? *

Attribute Editor  Security

GI'CILIFI or User names:

SR CA Administrators {CONTOSOMCA Administrators) ]
58 SYSTEM

£ Domain Admins (CONTCSODomain Admins)

S Erterprize Admins (CONTOS0MEnterprise Admins)

Add... Remove
Permissions for CA Administrators Allow Derry
Full contral a =
Read |
Write D
Create all child objects |
Delete all child objects ] o

For special pemissions or advanced settings, click

Advanced. ilZIEEL



* Open Certificate Authority = Right click on CA server object —» Security -

Add —» CA Administrators —» Read -» Manage CA - Uncheck ‘"Request
Certificates”’

contoso-DC-CA Properties ? >
Extensions Storage Cerificate Managers
General Policy Module Bxit Module

Errollment Agents Auditing Recovery Agents

GI'CILIIZI ar user names:

SR Ay therticated Users

l_gzsm Administrators ([CONTOS0\CA Administrators) |
1%, Domain Admins (COMNTOSC0Domain Admins)

82 Erterprise Admins (CONTOSO Erterprise Admins)

SR Administrators (COMNTOSONAdministrators)

Add.. Remove
Permissions for CA Administrators Allow Dery
Read L]
lssue and Manage Certfficates L] L]
Manage CA L]
Request Certfficates {|: ]

Delegation has been finished for CA Administrators.



Open Certificate Authority — Right click on CA server object —» Security - Add -
CA Managers - Issue and Manage Certificates -» Request Certificates

contoso-DC-CA Properties 7 X
Bxtensions Storage Cerfficate Managers
General Policy Maodule Exit Module

Enrollment Agents Auditing Recovery Agents

GI'CILIIZI ar User names:

SR Authenticated Users

SR CA Administrators (CONTOSOVCA Administrators)

%ca Managers ([CONTOSOMNCA Managers) |
1%, Domain Admins (CONTOSONDomain Admins)

82 Enterprise Admins {CONTOSOEnterprise Admins)

SR Administrators (CONTOS0  Administratars)

Add... Remove
Pemissions for CA Managers Allow Dermy
Fead [] L]
lzsue and Manage Certfficates L]
Manage CA [ ] [
Request Certfficates L]

Now we have finished the delegation for CA Managers.



4.2 - Ensure auditing is enabled on PKI servers and
event logs are forwarded to a SIEM

Requirement

Turn on CA Auditing

Description

By default all the related events regarding CA are not
logged. These auditing rules needs to be enabled and
manage by the security team with the likes of an SOC/SIEM
for example.

Supplement

Since PKI is a critical asset. It should be monitored strictly in
an environment.

Logging is one of the most important tasks to ensure the
security of an Certificate Authority.

ID AD-CS-003
Exception PKI is often a critical assets, but that doesn’t mean it is for
all the companies around the world.
+ Tasks
« SOC/SIEM

+ Configure auditing rules

+ Managing auditing logs in Event Viewer

* Import & Export event logs in Event Viewer

* Clear event logs




First a new group should be created that is responsible for managing CA
auditing logs.

SO - Security Logs Reader Properties ? >
Ohject Securty Attribute Editor
General Members Member Cf Managed By

_%[zx S0OC - Security Logs Reader
Ll

Group name (pre-Windows 2000): |SOC - Securty Logs Reader |

Description: |Managing and auditing evert logs |

E-mail: | |

After the group has been created. Add everyone that will be responsible for
keeping an eye on CA. Which is usually the SOC.

Log on the CA server and open Local Security Policy - Policies » Windows
Settings — Security Settings — Local Policies - User Right Assignment -
Manage auditing and security logs

+ Add SOC - Security Logs Reader

Manage auditing and security log Properties ? >

Security Policy Setting  Explain

::lg. Manage auditing and security log

Define these policy settings:

Administrators
CONTOSONSOC - Securty Loags Reader




* Now give “SOC - Security Logs Reader’’ the "Read’” permission on the CA

servers.
contoso-DC-CA Properties ? >
Extensions Storage Certificate Managers
General Palicy Module Exit Module
Enrollment Agents Auditing Recovery Agents Security

GI‘CILID Qr user names:

82 Authenticated Users

82 Domain Admins (CONTOSODomain Admins)

2 Erterprise Admins (CONTOSO Enterprise Admins)

SR Administrators (COMTO SO\ Administrators)

ER 50C - Security Logs Reader (CONTOSONSOC - Security Logs Rea... ]

Add... Remaove
Permissions for SOC - Securty Logs
Reader Allow Dery
Read L]
lssue and Manage Certificates ﬁ [l
Manage CA 1 1
Request Certificates O O

* Now everyone from the SOC - Security Logs Reader can turn on the
auditing rules and collect AD CS related event logs.

Edensions Storage Cerificate Managers
General Policy Module Exit Module
Enrollment Agents Auditing Recovery Agents Security

To start logging events to the security log, you must enable the “Audit object
access’ setting in Group Paolicy.

Events to audit:

Back up and restore the CA database

Change CA corfiguration

Change CA secunty settings

[] lzsue and manage cerfficate requests

Revolke cedificates and publish CRLs

Store and retrieve archived keys

Start and stop Active Directory Cerificate Services



To get a better visibility it is recommended to turn on the “’Certification
Services’ subcategory as well.

» auditpol /set /subcategory:"Certification Services" /success:enable
/failure:enable

2016 Microsoft Corporation. All rights reserved.

_auditpol fset /subcategory:"Certification Serwvices" fsuccess:enable /failure:enable
fully executed.

stem32> auditpol Sfget /category:®

p
egory/Subcategory
System

ecurity System Extension

Sys=tem Integrity

IPsec Driver

Other System Events

Security State Change
Logon,/LogotT

0
LD@DFF
Account Lock
IPsec Main
IPsec Quick Mode
IPsec Extended Maode
Special Logon
Other Logon/
Metwo Policy Server
User / Device Claims
Group Membership
Object Access
File 5
Registry
Kernel Object
SAM
Certification Serwvices
Application Generated
Handle Manipulation
File Share

setting

Mo Auditing
Success and
Mo Auditing
Success and
Success

Success and
Succes
Success

Mo Auditing
Mo Auditing
Mo Auditing
Success

Mo Auditing
Success and
Mo Auditing
Mo Auditing

Mo Auditing
Mo Auditing
Mo Auditing
Mo_f&uditing
Success and
Mo Auditing
Mo Auditing
Mo Auditing

Failure

Failure

Failure

Failure

Failure

« All AD CS related events ID’s can be found here:

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
server-2012-r2-and-2012/dn786423(v=ws.11)



https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn786423(v=ws.11
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn786423(v=ws.11

* 4.3 - Ensure that backups of PKI are made and stored
securely

Log on the CA server(s) » Open Computer Management - Local Users and
Groups = Groups - Backup Operators —» Add the appropriate member(s) that
are responsible for making back-ups.

Backup Operators Properties ? >
General
% Backup Operators
Description: Backup Operators can ovemide securty restrictions for

the sole purpose of backing up or restoring files

Members:

{;‘,*_-,CO NTOSOWemer (Wemer@contoso .com)

* Backup Operators has the rights to log on locally on the CA servers, but it
cannot log on via RDP.

» All Tasks - Back up CA...

;_qJ certsrv - [Certification Authority (Local)\contoso-DC-CA]
File Action View Help
o | E = HIv =

L Certification Autherity (Local) Mame
v g contoso-DC-GA

“| Revoked ¢ All Tasks » Start Service

| Issued Cel View y Stop Service

| Pending R _

| Failed Rec Refresh submit new request...

| Certificate Export List... Back up CA...
Properties Restore CA...

Help



* When performing CA back-ups. Ensure the following things are covered.

» CA certificate(s) and private key(s)

+ CA database backup

* CA registry information

Tip: Consider back-up the CA to another secure location that interfaces with
backup systems rather than having backup systems connect directly to the CA.

Certification Authority Backup Wizard

ltems to Back Up
ou can back up individual components of the certification authority data.

Select the items you wish to back up:
[+ Private key and CA cedificate

[v Cerfficate database and cerificate database log
[

Back up to this location:

D:MCA Backups Browse..

Mote: The backup directary must be empty.

* Ensure that you select both options

Completing the Certification
Authority Backup Wizard

ou have successfully completed the Cerification Authority
Backup wizard.

You have selected the following settings:

Private Key and CA Cedificate
lzsued Log and Pending Reguests

< >

Tao close this wizard and begin backup, click Finish.



* Here we can see that the back-up has been made. Ensure that the

private key has a strong password.

» This PC » Data(D:) » CABackups »

s

&« v v O

Marme Date modified
3 Cuick access

10/13/2019 6:41 AM
10/13/2019 6:41 AM

DataBaze

[ Documents
_ﬁ contoso-DC-CA

{ Downloads

| Pictures

3 This PC

* Ensure that you cover the CA Registry key as well on the PKI server. This
can be found here: HKLM\System\CurrentControlSet\Services\
CertSVc\Configuration\CAname

+ Make an export of the exact registry path

& BITS || Name Type Data
i) bowser ab] (Default) REG_SZ (value not set)
3 ::zi‘i’:f’“tr”‘t“m ab| CACertHash REG_MULTI_SZ db 29 08 be ce of 72 f2 89 40 ad 97 ¢
. .[l BTHPORT Eb] CACertPublicati.. REG_MULTI_SZ TCAWindowssystem32\ CertSnA C
| bthsery a_h] CAServerMame REG_SZ DC.contoso.com
» buttoncomverter 4| CAType REG_DWORD 0xDDDDDO00 (0)
" 1 bfcoe ab| CA¥chgCertHash REG_MULTI_SZ
. .71 bxois ab| CAXchgOverlap... REG_SZ Days
. Caplmg 4| CAXchgOverlap.. REG_DWORD 0xDD00D001T (1)
,,,,, cifs a_h] CAXchgValidity... REG_SZ Weeks
. CDPSve %% CAXchgValidity... REG_DWORD 0xDD0DD00T (1)
. .| | CDPUserSvc #%| CertEnroliComp... REG_DWORD 0x00000000 (0)
. .| | CDPUserSve_5013d %] ClockSkewMinu... REG_DWORD 0xDD0D000 (10)
: - cdrom Eb]CommcunName REG_SZ contoso-DC-CA
» - CertPropSve ab| CRLDeltaOverla.. REG_SZ Minutes
v | CertSve % CRLDeltaOverla.. REG_DWORD 0xDDDDDO00 (0)
f __Configuration ab| CRLDeltaPeriod  REG_SZ Days
|  contoso-DC-CAJ | CRLDeltaPeriod.. REG_DWORD 0xDDDDD00D (0)
Perfermance 4| CRLEditFlags REG_DWORD 0xDD000100 (256)
Ly Security £4) CRLFlags REG_DWORD 0x00000002 (2)
chtdiscsi %8| CRLNextPublish  REG_BINARY 90 9 df ad f4 26 4 01
""" chtivbd ab] CRLOverlapPeri.. REG_SZ Hours
€ > €

ZomputeryHKEY_LOCAL MACHINEVSYSTEM\ CurrentContrelSet\Services\CertSvc\ Configuration\.conteso-DC-CA ]




« Recommendations

Do not forget to make back-ups of CA servers.

Enable auditing on CA servers

Forward PKI security events to a SIEM

Back-up the registry key of CA as well

Store back-ups locally on a server that is not AD joined.

* Deploying an RBAC model on AD CS helps you to manage PKI without
having unnecessary users in Domain Admins or equivalent.




5.1 - Ensure that the Default Domain Controllers Policy
is replaced with a more secure focused GPO

By default, there is the known “’Default Domain Controllers Policy’’ that is
linked to the Domain Controllers.

The settings that are deployed by default in the ‘“’Default Domain Controllers
Policy’’ are not secure, and no. I’'m not going to explain “why"’

', Group Policy Management Default Domain Controllers Policy
h —\_\:\ F?rest: corp.contose.com Scope Detalls Settings Delegation
~ |55 Domains .
~ #3 corp.contoso.com Links
s/ Default Domain Policy Display links in this location: corp.contoso .com ~
ai/ Internet Explorer Zone Settings The following sites, domains, and OlUs are linked to this GPO:
s/ Remote Desktop Access
s/ Windows PowerShell Execution Policy Location Enforced Link Enabled Fath
57 Accounts 2| Domain Cortrollers Mo Yes corp.contoso.com,/Domain Controllers
w 2| Domain Controllers
s/ Default Domain Controllers Policy
=t Group Policy Objects
+ WMI Filters

* Create a new GPO and replace it with the more “’secure’”” minded

settings.
» =t Group Policy Objects Mew GPO e
=/ Default Domain Controllers Pelicy
=/ Default Domain Policy Name:
H_" Internet Explorer Zone Settings |Seu:urit'_.rGF'O

=] Remote Desktop Access
=] Windows PowerShell Execution Policy]  Source Starter GPO:
+ WMI Filters inone) ~
3 Starter GPOs

tes Cancel

roup Policy Modeling

* Edit the created GPO with the following settings that can be found at
User Right Assignments



 User Right Assignment

Access this computer from the
network

Administrators, Authenticated Users,
Enterprise Domain Controllers

Add workstation to a domain

Administrators

Allow log on locally

Administrators, Backup Operators

Allow log on through Remote
Desktop Services

Administrators

Backup files and directories

Administrators, Backup Operators

Restore files and directories

Administrators, Backup Operators

Change the system time

Administrators

Debug Programs

Administrators

Deny access to this computer Guests, DC
from the network
Deny log on through Remote Guests, DC

Desktop Services

Shutdown the system

Administrators

Log on as a service

Service accounts that need to run as a
service

Log on as a batch job

Service accounts for scheduled tasks

» Security Options

Allowed to format and eject
removable media

Administrators

Devices: Prevent users from Enabled
installing printer drivers

Domain controller: Allow server Disabled
operators to schedule tasks

Network access: Do not allow Enabled
anonymous enumeration of SAM

accounts

Network access: Do not allow Enabled

anonymous enumeration of SAM
accounts and shares

Network security: LAN Manager
authentication level

Send NTLMv2 response only (Test this
first)




« Recommendation

* Link the new security GPO to the Domain Controllers

* Unlink the “Default Domain Controllers Policy’’ from the Domain

Controllers.

5L Group Policy Management
~ _ﬂ Forest: corp.contoso.com
v (&5 Domains
~ i corp.contoso.com
s/ Default Domain Policy
s Internet Explorer Zone Settings
sz/ Remote Desktop Access
i) Windows PowerShell Execution Policy
= Accounts
w |2 Domain Controllers
:| Default Domain Controllers Policy
) Security GPO

Default Domain Controllers Policy
Scope Details Settings Delegation
Links
Display links in this location: corp.contoso.com

The following sites, domains, and OUs are linked to this GPO:

-

Location Enforced

2 Domain Cortrollers No

Link Enabled
No

Path

com.contoso.com/Domain Controllers



« 5.2 - DSRM as Break-Glass account

Directory Services Restore Mode (DSRM) is a safe mode boot option for
Windows Server domain controllers. DSRM allows an administrator to repair or
recover to repair or restore an Active Directory database.

This is like the break-glass account of Active Directory for disaster recovery.

Source: https://searchwindowsserver.techtarget.com/definition/Directory-
Services-Restore-Mode-DSRM

« Are you aware who has the password of this account?
*  When was the last time that the password has been reset?
* Reset the password of DSRM with ntdsutil
1. Open CMD with elevated rights (DA or equivalent is required)
2. Type: ntdsutil

3. Type: set DSRM password

BN Administrator: Command Prompt - ntdsutil

soft Windows [Version 1&.8.14393]
816 Microsoft Corporation. All

ord

Password:

4. Type: reset password on server DC
Our Domain Controller name is called “DC"”’

C:\windows\system32»ntdsutil
sutil: DSRM sword

RM Administ



https://searchwindowsserver.techtarget.com/definition/Directory-Services-Restore-Mode-DSRM
https://searchwindowsserver.techtarget.com/definition/Directory-Services-Restore-Mode-DSRM

5. Now pick a password for the DSRM account

server DC

password for

nfirm new passu

6. Type : quit
7. Type: quit

8. Type: exit

9. Now when you want to sign in with the DSRM account:

| DCZAdDministrator

Sign in to: DC

How do | sign in to another domain?




« Recommendations

DSRM is like the break-glass account for Domain Controllers
Ensure the password is not shared across all your AD Admins.

* If you have never changed the password of this account. It's the right
time to do so.

* Are you aware who has the password of the DSRM account?




« 5.3 - Ensure Windows Server Backup or equivalent is
installed on the DC to make back-ups of Domain
Controllers

Making back-ups is a very important task in Active Directory, and the
ransomware attack on Maersk is a great example on why you should make
back-ups and secure them very well.

Like the CISO of Maersk mention as well. “’Offline backups are critical, even in
very large networks”’

Jake Williams A
@Malwarelake

"Active Directory is king. Offline backups are critical,
even in very large networks." Maersk CISO #BHEU

The damage

IT Services End User Devices
= DHCP and Active Directory badly damaged » 49,000 laptops des
= DHCP glves your computer an address
= AD.isthe phone book




* Windows Server Backup can be installed from the “’Add roles and

features’’ in Server Manager. It is not installed by default.

ﬁ whadmin - [Windows Server Backup (Local)\Local Backup]

File  Action View Help
= nm H

i Windows Server Backup (1
% Local Backup

* Ensure that Windows Server Backup is installed the Domain Controllers.

F’ﬁ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

Windows Server Eszential..

Confirmation

Local Backup

3@ You can perform a single backup or schedule a regular backup using this application.

® Windows Server Backup is not installed on this computer, To install Windows Server Backup, from Server Manat
wizard to select the Windows Server Backup feature,

Select one or more features to install on the selected server,

Features

|| TFTF Client #
[] WM Shielding Tools for Fabric Management
[] WebDaV Redirector
[] Windows Biometric Framewaork
I %] Windows Defender Features (Installed)
] Windows Identity Foundation 3.5
| Windows Internal Database (Installed)
I [m] Windows PowerShell (3 of 5 installed)
I [m] Windows Process Activation Service (2 of 3 installe
[ Windows Search Service
I Windows Server Backup |
[ | Windows Server Migration Tools
[] Windows Standards-Based Storage Management
] windows TIFF IFitter
[] WinRM 115 Extension
[] WINS Server
[] Wireless LAM Service
+| WoWed Support (Installed)
1 XPs Viewer




Since making back-ups is crucial in Active Directory. | will take the time to walk
you through different steps.

There are two options to create back-ups, which is the following:

+ Backup schedule - Task scheduler for automatically back-ups
+ Backup once - Manual backup AD/DC

E whadmin - [Windews Server Backup (Local)\Local Backup] — X
File Action View Help

e n@E BE

@ Windows Server Backup (1 “~ | Actions

&
W Local Backup Local Backup o

a?y You can perform a single backup or schedule a regular backup using this application. [}, Backup Schedule...
@ Backup Once...

@ Recover...

Configure Performanc...

/% Mo backup has been configured for this computer. Use the Backup Schedule Wizard or the Backup Once Wizarc

Messages (Activity from last week, double click on the message to see details)

View 4

E Help

Time 7 Message Description

will pick “’Backup Schedule’ in this example.

* Click on Backup Schedule
» Click next
* Click Custom

wia
f_;a"’l‘, Select Backup Configuration

Getting Started What type of configuration do you want to schedule?
Select Backup Configurat... () Full server (recommended)
Select Items for Backup | want to back up all my server data, applications and system state.

frriiiceoe o Backup size: 28,12 GB

(® Custom

| want to choose custom volumes, files for backup.

Specify Destination Type

Confirmation

Summary




* Click Add Items and select System state

i A
f_;:i"l‘, Select Items for Backup

Getting Started Select the items that you want to back up. Selecting bare metal recovery will provide

Select Backup Configurat... you with the most options if you need to perform a recovery.

Select ltems for Backup Mame

Specify Backup Time @ System state

-

Specify Destination Type
Confirmation

Summary

Add ltems Remove ltems

Advanced Settings

* Click on “Advanced Settings’ and “'VSS Settings”’
» Select VSS full backup if you don’t have any back-up software or
equivalent to back-up AD/DC

»

Advanced Settings :

File exclusions count: 0
W55 settings: W55 Full Backup
Exclusions V35 Settings
Choose what type of Yolume Shadow Copy Service (W55) backup you want to create.

(®) V55 full Backup

Choose this option f vou are not using amy other product to back up applications. This option
updates the backup history of each file and clears the application log files.

) V55 copy Backup

Choose this option f you are using another product to back up applications that are on the volumes
included in the backup. This option retains the application log files.




* Click next
* Now select what kind of backup time you prefer.

)
[
C?ZI:' Specify Backup Time

Getting Started How often and when do you want to run backups?

Select Backup Configurat... (®) Once a day

Select ltems for Backup Select time of day: | g,0p pm "

Specify Backup Time () More than once a day
Specify Destination Type Click an available time and then click Add te add it to the backup schedule.

. . Available time; Scheduled time:
Confirmation

12:00 AM ~ 9:00 PM
12:30 AM

1:00 AM

1:30 AM

2:00 AM

2:30 AM

3:00 AM

3:30 AM

4:00 AM

4:30 AM hd

Summary

* Click next
+ At the destination type. Select the one that you prefer.

[\ g
fg

) Specify Destination Type

Getting Started Where do you want to store the backups?
Select Backup Configurat... () Back up to a hard disk that is dedicated for backups (recornmended)

Choose this option for the safest way to store backups. The hard disk that you use

Select [tems for Backup will be formatted and then dedicated to only store backups.

Specify Backup Time
Specify Destination Type Ol izzeiprzeniins

Choose this option if you cannot dedicate an entire disk for backups. Mote that the
Select Destination Volume performance of the velume may be reduced by up to 200 percent while it is used

to store backups, We recornmend that you do not store other server data on the
same volume,

Canfirmation

Summary
() Back up to a shared network folder
Choose this option if you do not want to store backups locally on the server, Mote

that you will only have one backup at a time because when you create a new
backup it overwrites the previous backup.



* Now click next and you get something like this

Getting Started

Select Backup Cenfigurat...
Select ltems for Backup
Specify Backup Time
Specify Destination Type

Select Destination Disk

Confirmation

Summary

* C(Click next

* Click Finish

Getting Started

Select Backup Configurat...
Select tems for Backup
Specify Backup Time
Specify Destination Type

Select Destination Disk

Summary

Select Destination Disk

Select one or more disks to store your backups. You can use multiple backup disks if

you want to store disks offsite.

Available disks:

Disk Mame Size

1 Virtual HD ATA Device  127.00GE - 4%0.79MB D

Used Space  Volumes in D,

Show All Available Disks...

You are about to create the following backup schedule.

Backup times: 9:00 PM
Mone

V55 Full Backup

Files excluded:

Advanced option:

Backup destinations

Mame Label Size Used Space
Virtual HD AT... DC2019.12_2%.. 127.00GE 239.71 MB
Backup iterms

Marme

9 System state

< Previous

m

Cancel




* Backup Schedule has been finished!

Getting Started Status:  You have successfully created the backup schedule,
Select Backup Configurat... Your first scheduled backup will happen at 12/29/2019 9:00 PM.
Select ltems for Backup Make sure that the disks you are using to store scheduled backups are attached to this

Specify Backup Time computer and are available.

Specify Destination Type
Select Destination Disk

Confirmation

SUMImarny:

» Now a Scheduled Task will be created with the name ‘’Microsoft-Windows-
WindowsBackup”’

* Location: \Microsoft\Windows\Backup

Windows Powershe i ] ] ]
C 2016 Microsoft Corporation. All rights reserwved.

stem3z> Get-ScheduledTask M1 crosoft-wWindows-WindowsBackup

Wi crosoftiWindowshBackuph, Microsoft-Windows-WindowsBackup  Ready

P5 C:window stem32=

A Computer Management (Local) ~
v (i} System Tools

MName Status  Triggers Mext Run Tirme Last Run Time L
- ':E'::' Task Scheduler (B Microsoft-W... Ready At9:00 PM every day 12/29/2019 %:00:00 PM  11/30/1999 12:00:00 AM T

~ [ Task Scheduler Library
~v ] Microsoft

v [ Windows
| .MET Framework
| Active Directory Rig
| ApplD
| Application Experier
| ApplicationData
| AppxDeploymentCl
_| Autochk

General Triggers Actions Conditions Settings History

| Bluetooth
| CertificateServicesC Mame: Microsoft-Windows-WindowsBackup
1 Chkdsk
1 Clip
| CloudExperienceHo

< >

Location: ‘Microsoft\Windows\Backup
Author: CORPADCS




 When the Backup schedule has been finished. It will show “'successful’’

Local Backup

& You can perform a single backup or schedule a regular backup using this application
Messages (Activity from last week, double click on the message to see details)
Time - Message Description
® 12/29/2019 12:55 AM Backup Successful
Status
Last Backup Mext Backup A
Status: @ Successful Status:  Scheduled T
Time: 12/29/2019 12:35 AM Tirme:  12/29/2019 900 PM L
View details View details c

» Everything is logged and when event 14 shows up. You know that the
backup has been completed.

{2] Event Properties - Event 14, Backup

General Details

The backup operation has completed.

Log Mame: Microsoft-Windows-Backup/Operational

Source: Backup Logged: 12/29/2019 1:29:27 AM
Event ID: 14 Task Category: Mone

Level: Information Keywords:

User SYSTEM Computer: DC.corp.contoso.com
OpCode: (2]

More Information:  Event Log Online Help




« Recommendation

+ Make back-ups of AD/DC.
» Store the back-up locally on a server that is not joined through AD.

A common mistake is that companies store back-ups on Member servers
that are joined in AD. An attacker is often aware of this and will also go
after your backup servers.

« Making back-ups of AD/DC is usually from a Tier O operations. Because if
someone wants to recover something. Logon access are required to the
DC. Which doesn’t immediately means that Domain Admins is required,
because Backup Operators is enough as well.

» Audit periodically to see if back-ups are also completed “’successfully’”’




6.1 - Replace “Authenticated Users’ at the GPO’s that
are linked to Domain Controllers

Every authenticated user has read permissions on GPO’s in AD. Tools with
the likes of BloodHound are able to discover wrong delegated permissions on
GPQ'’s, that are linked to the DC for example.

If an attacker is able to modify the GPO of a DC. All bets are off the Domain
Controller, because an attacker would be able to run code on the DC or grant
himself “Take ownership of files and objects’ to elevate further to Domain
Admin.

* Here we can see that the user Werner has GpoEdit permissions on the
Default Domain Controllers Policy.

Ps C:sterstames; Get-GPPermission

Trustee
TrusteeType
Permission
Inherited

Trustee

Permission
Inherited

Trustee

Fermission
Inherited

Trustee

Permission
Inherited

Trustee
TrusteeType
Permission
Inherited

Trustee
TrusteeType
Permission
Inherited

: Authenticated Users
: WellKnownGroup

: GpoApply

: False

: Domain Admins
TrusteelType :
: GpoCustom
: False

Group

: Enterprise Admins
Trusteelype :
: GpoCustom
: False

Group

: Werner
TrusteeType :
: GpoEdit
: False

User

: ENTERPRISE DOMAIN CONTROLLERS
: WellKnownGroup

: GpoRead

: False

: SYSTEM

: WellKnownGroup

: GpoEditDeleteModifySecurity
: False




« Recommendation

To slow down tools like BloodHound for reconnaissance. It is an option to target

the “Domain Controllers’ group at Security Filtering of the GPO’s that are
applied on all DC’s.

w 2| Domain Controllers
| #i] Default Domain Controllers Policyl

=t Group Policy Objects
+ WMI Filters
3 Starter GPOs

[ Sites

st Group Policy Modeling
.+, Group Policy Results

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

i

Name

33_, Domain Controllers (CORPDomain Controllers)

= Import-Mo ActiveDirectory
> Get-GPPer




* 6.2 - GPO’s that are linked to Tier O resources needs to
be managed by Tier 0 admins.

In large organizations. It is common to see that permissions have been

delegated on a wrong way at a GPO level.

* Here is an example where you can see that a random user has GpoEdit
permissions on the Default Domain Controllers Policy, GPO.

(5L Group Palicy Management
w _ﬂ Forest: corp.contoso.com
v (54 Domains
v 3 corp.contoso.com
s/ Default Domain Policy

Default Domain Controllers Policy
Scope Details Settings Delegation

Groups and users:

These groups and users have the specified permission for this GPO

s/ Internet Explorer Zone Settings Name . Allowed Permissions Inherted
xi/ Remote Desktop Access 52, Domain Admins (CORPDomain Admins) Custom Mo
!; Windows PowerShell Execution Policy 52, Domain Cortrollers {CORP\Domain Cortrollers) Read from Security Fitering) Mo
21 Accounts 52, Erterprise Admins {CORP'\Enterprise Admins) Custom Mo
~ [Z] Domain Controllers §2, ENTERPRISE DOMAIN CONTROLLERS Read No
5/ Default Domain Controllers Policy | 52 SYSTEM Edit settings, delete, modify sscurity Mo
_;r Group Policy Objects | ?_ Timo Wemer (Wemer@corp contoso com) Edit settings No
+ WM Filters
E Starter GPOs

* Here someone decided to add Domain Users with Full permissions on the

Default Domain Policy.

(5L Group Policy Management
v _f:\‘ Forest: corp.contose.com
v [Z4 Domains
v 3 corp.contosc.com
|s2/ Default Domain Policy |

Default Domain Policy
Scope  Detalls  Seftings Delegation

These groups and users have the specified pemmission for this GPO

Groups and users:

= Internet Explorer Zone Settings Name - Allowed Pemissions Inherited
;) Remote Desktop Access 52 Autherticated Users Read from Security Fitering) No
!.,_? Windows PowerShell Execution Policy %2 Domain Admins (CORP\Domain Admins) Custom No
2| Accounts | 42 Domain Users (CORP\Domain Users) Edit settings, delete, modify security Mo I
v (2] Domain Centrollers 52 Erterprise Admins (CORP'\Enterprise Admins) Custom No
sz Default Domain Centrollers Policy 52 ENTERPRISE DOMAIN CONTROLLERS Read Mo
= Group Paolicy Objects 82 SYSTEM Edit settings, delete, modify security No
& WMI Filters
E Starter GPOs




As you can see in the following screenshot. There is an administrative tier
model that is in place to mitigate credential theft. Tier 0 admins cannot log on
Tier 1 resources, and Tier 1 admins cannot log on Tier 2 resources.

= ~ || Name Type Description
4 | g Admin | 2] TierD Crgamizational...
4 [F] Tier | &1 Tier1 Organizational...

= Accounts = Tiar 2 Ohrganizational...,
1 Devices

| Groups

| Service Accounts
2. Tier 0 Servers

a 3] Tier

=! Accounts

2 Devices

2| Groups

-
- K1 R

n

= Service Accounts
a (3] Tier2

27 Accounts

b L R

| Devices
1 Groups
2| Service Accounts

o v A . =
Ri: R &

» All the GPO’s that are applied on the Tier 0 servers should be managed
by Tier 0 admins.

« Tier O servers are usually the critical servers, such as ADFS, Azure AD
Connect, PKI, Domain Controllers, etc.

_ ~ | Mame Type Description
4 2| Admin =i TierD Chrganizational..,
4 [3] Tier 2 Tier 1 Organizational...
-'-'.- Accounts 2! Tier 2 Qrganizational..,
21 Devices
b oal Groups
5 e A N
21 Tier D Servers
4 @ Tier1 o

b 2. Accounts

[ [Z Devices

b 2l Groups

i 2] Service Accounts




« Recommendation

GPOQO'’s that are applied to the Domain level and Domain Controllers needs
to be managed by Tier 0 admins.

* GPO’s that are applied to Tier 0 servers needs to be managed by Tier 0
admins.




* 6.3 - Stop using Group Policy Creator Owners

Group Policy Creator Owners is a Built-in group in AD that comes out of the box
with more rights than needed.

We all know that Group Policy Creator Onwers can only create GPQO'’s, but
cannot link it to something, which already makes it a bit useless to use it.

Another reason that this group is a bit useless is, because it is very difficult to
delegate rights on the defaultSecurityDescriptor in the CN=Group-Policy-
Container schema attribute. This schema attribute represents Group Policy.

* Here you can see that Domain Admins & Group Policy Creator Owners
can create GPO'’s

|5l Group Policy Management Group Policy Objects in contoso.com |
v _Y\_‘\. Forest: contoso.com Contents  Delegation

~ |55 Domains

v 3 contoso.com The fallowing groups and users can create GPOs in this domain.

sz CertificatePolicy Groups and users:
553 Default Domain Policy Mame . Inherited
:_. Domain Controllers 52, Domain Admins (CONTOS0Domain Admins) Mo
5| Managed-Objects 52 Group Policy Creator Owners (CONTOS0Group Policy Creator Owners) Mo
=t Group Policy Objectsl 82, 5YSTEM No
-+ WMI Filters

* Now | have added a delegated group to it. This group can now also create
GPO’s

\# Group Policy Management Group Policy Objects in contoso.com |
W _ﬂ Forest: contoso.com

- _ Contertz  Delegation
v = Domains

- _-f_-] contose.com The following groups and users can create GPOs in this domain.

= CertificatePolicy Groups and users:
!é: Default Domain Policy Mame )
Ad Domain Cu:.nt.rullers 52 Domain Adming {CONTOS0Domain Admins)
:__ Managed-Objects 52 Group Policy Creator Owners (CONTOS0%Group Policy Creator Owners)
| =i Group Policy Objects| 42 5YSTEM
T WMI Filters |§3_‘|TestGF‘O}-‘q:|mins [CONTOSO TestGPO Admins)
]| Starter GPOs




« Recommendations

To manage Group Policy on a much efficient way without having unnecessary
privileges requires the following:

(]

Create a group and delegate it to Group Policy Objects. Allow this group
to create GPO’s

5, Group Policy Managerment
A Iﬁ Faorest: contoso.com
v (5L Domains _ o )
v 33 contoso.com The following groups and users can create GPOs in this domain.
az CertificatePolicy Groups and users:

Group Policy Objects in contosc.com |
Contents  Delegation

ais Default Domain Policy Mame

= | Domain Controllers

= 52, Domain Admins (CONTOSO\Domain Admins)
2 | Managed-Objects

: E&Gmup Policy Creator Cwners (CONTOS0WGroup Policy Creator Owners)
| Group Policy Objects| 82 SYSTEM
WM Filters

| fﬂ_,TestG FOAdming [CONTOSO\TestGPOADmIns)

3 Starter GPOs

* Get the SID of the delegated group

PS C:hUsers'LabAdmin= Get-ADGroup

DistinguishedName : CN=TestGPOAdmins,0U=Groups,0U=Managed-0bjects, D =contoszo, D =com
GroupCategory : Security

GroupScope : Global

: TestGPOAdmI ns

! group

: 5el7chb5-4039-4399-86c1-206214b4800f
samAccountName : TestGPOAdmIns

SID 5-1-5-21-2367645265-33317674-1292933090-12603




* Open ADSI.Edit and search for CN=Group-Policy-Container

CM=Group-Policy-Container Properties ? >

Aitribute Editor  Security

Attributes:
Attribute Value 2
adminDescription Group-Policy-Container
admin DisplayMame Group-Policy-Container
awxiliaryClass <not set>
classDisplayMame Znat set
cn Group-Policy-Container
default HidingWalue TRUE

defaultObjectCategony CM=Group-Policy-Container, CN=5chema (

default SecurtyDescriptor  D:PIACILRPWPCCDCLCLOLORCWOW
description Znot set

displayMame <not set:

displayMameFrintable <not set>

distinguishedMame CM=Group-Policy-Cortainer, CM=5chema
dSASignature <not set>

dSCorePropagationData el =1} w7
£ >

* Copy the defaultSecurityDescriptor and paste it in notepad:

D:P(A;ClI;RPWPCCDCLCLOLORCWOWDSDDTSW;;;DA)
(A;CI;RPWPCCDCLCLOLORCWOWDSDDTSW;;;EA)
(A;CI;RPWPCCDCLCLOLORCWOWDSDDTSW;;;CO)
(A;CI;RPWPCCDCLCLORCWOWDSDDTSW;;;SY)(A;CI;RPLCLORC;;;AU)
(OA;CI;CR;edacfd8f-ffb3-11d1-b41d-00a0c968f939;;AU)

| Untitled - Notepad - O X
File Edit Format Wiew Help

D:P(A;CI;RPWPCCDCLCLOLORCWOWDSDDTSH; ; ;DAY (A;CT ; RPMPCCDCLCLOLORCWOWDSDDTSH; ; ; EA) (A;CT ; RPWPCI



* Now copy the following part:
D:P(A;ClI;RPWPCCDCLCLOLORCWOWDSDDTSW;;;

| Untitled - Notepad - | X
File Edit Format View Help

D:P(A;CI;RPWPCCDCLCLOLORCHOWDSDDTSH; ; ;PA) (A;CI; RPWPCCDCLCLOLORCHOWDSDDTSW; ; ;EA) (A;CT;RPHPCI

* Copy the SID of the delegated group

P5 C:\UsershLabAdmin> Get-ADGroup

Distinguisheddame : CHN=TestGPOAdmins,0U=Groups,0U=Managed-0Objects,DC=contoso, DC=com
GroupCategory : Security
GroupSscope : Global
: TestGPOAdmIns
: group
: 5e17chb5-4039-4a99-86c1-906214b4809T
: TestGPOAdmIns
SID 1 |5-1-5-21-2367645265-33317674-1292933090-12603

* Place the SID of the group at the end of the copied part above. Which
means that you will get something like this.

D:P(A;CI;RPWPCCDCLCLOLORCWOWDSDDTSW;;;S-1-5-21-2367645265-
333317674-1292933090-12602)

* Now copy the entire defaultSecurityDescriptor:

D:P(A;ClI;RPWPCCDCLCLOLORCWOWDSDDTSW;;;S-1-5-21-2367645265-
333317674-1292933090-12602)

+ Paste it at the end of the defaultSecurityDescriptor at CN=Group-Policy-
Container. It will look similar like this:

D:(A;;RPWPCRCCDCLCLORCWOWDSDDTSW;;; DA)
(A;;RPWPCRCCDCLCLORCWOWDSDDTSW;;;ED)
(A;;RPWPCRCCDCLCLORCWOWDSDDTSW;;;SY)
(A;;RPWPCRCCDCLCLORCWOWDSDDTSW;;;CO)
(A;;RPLCLORC;;;WD)D:P(A;CI;RPWPCCDCLCLOLORCWOWDSDDTS
W;;;S-1-5-21-2367645265-333317674-1292933090-12602)



* Now when a user creates a GPO. The delegated group will be
automatically added to it with Full permissions.

(=L Group Policy Management '\Iew Group Policy Object |
e _ﬁ Forest: contoso.com Scope Details  Settings Delegation  Status
w [ 5L Domains
e These groups and users have the specified pemission for this GPO
4 contoso.com
a7/ CertificatePolicy Groups and users:
s Default Domain Policy Name Allowed Pemissions
:—_ Domain Cont.rollers 82 Authenticated Users Read {from Security Fittering)
= MEHEQEd'_ObJECFS 82, Domain Admins (CONTOS0Domain Admins) Edit settings, delete, modify security
v L5t Group Policy Objects 92 Enterprise Admins (CONTOSO\Entemprise Admins) Edit settings, delete, modify security
\=[ CertificatePolicy 52 ENTERPRISE DOMAIN CONTROLLERS Read
=/ Default Domain Controllers Policy S92 SYSTEM Edit settings, delete, modify security
=/ Default Domain Policy |§?JTestG PO Admins (COMTOSONTestGPOAdmins) Edit settings, delete, modify security
| = Mew Group Policy Object|
[ vBS

+ If you want to allow the delegated group link GPO’s as well. Give the
following permissions on a OU:

» Write gpLink —» Permission to link GPO’s
+ Write gpOptions = Permission to block inheritance



« 7.1 - Do not use Account Operators

Do not use Account Operators, because it has lots of rights out of the box.
Users in Account Operators can potentially elevate to Domain Admin.

Account Operators Properties ? x

General Members  Member Of  Managed By

Members:

Mame Active Directony Domain Services Folder

+ Attack path:

* Account Operators = GenericAll » Exchange Trusted Subsystem —
Member of - Exchange Windows Permissions — WriteDacl on DNC =
DCSync

* Account Operators = GenericAll - DnsAdmins —» Executing a DLL as
SYSTEM on the DC = Domain Admin

Reference: https://ired.team/offensive-security-experiments/active-directory-
kerberos-abuse/from-dnsadmins-to-system-to-domain-compromise

Reference: https://dirkjanm.io/abusing-exchange-one-api-call-away-from-
domain-admin/



https://dirkjanm.io/abusing-exchange-one-api-call-away-from-domain-admin/
https://dirkjanm.io/abusing-exchange-one-api-call-away-from-domain-admin/
https://ired.team/offensive-security-experiments/active-directory-kerberos-abuse/from-dnsadmins-to-system-to-domain-compromise
https://ired.team/offensive-security-experiments/active-directory-kerberos-abuse/from-dnsadmins-to-system-to-domain-compromise

« 7.2 - Do not use Print Operators

Print Operators has by default logon rights to Domain Controllers and that is
absolutely not needed for this group.

If you do use Print Operators. All the rights can be delegated as well through
the Print Management, GUI.

if= Print Management — [l et
File Action *View Help

=% nE = HEE

'@ Print Management Mame Actions
w 7| Custom Filters

2 All Pri 10 7| All Printers {10] Custom Filters &
2| All Printers (10) ] All Drivers (6) More A
7| All Drivers (@) e Cre S
E—_— 7| Printers Not Ready
7| Printers Mot Ready e ]

7| Printers With Jobs

F| Printers With Jobs
_ﬂ Print Servers
=0 Deployed Printers

» Like this. You can add a new group to the DACL and assign the
permissions that are required.

= Print 10 Xerox 6515 Bldg 2 Properties x|

| General I Sharing I Forts | Advanced I Color Management | Security | Device Seftings |

GI'OLID Qr User names:

[E ALL APPLICATION PACKAGES

H2 CREATOR OWMNER

.i?_,a'—\dministﬁors (o . I i ristrators )

2, Server Operators (W S=rver Operators)
H2, Print Operators (WSS Frint Operators)

| Add.. | | Remowve |
Pemnissians for Everyone Allow Deny
Print ]
Manaae this prirter | ™
Manage documents [l ™

Special pemissions

For special pemmissions or advanced settings, click Advanced.

0K | [ Camcel || ooy




« Recommendation

* Ensure that the Print Operators group is empty.

Print Operators Properties ? >

General Members  Member Of  Managed By

Members:

Mame Active Directory Domain Services Folder




7.3 - Do not use Server Operators

Server Operators is a group that has lots of rights by default as well, which
includes DC logon access. This group is often described as ’"DC Admins”’

| would avoid using this group.

For more information: http://www.thenetworkencyclopedia.com/entry/server-
operators-built-in-group/



http://www.thenetworkencyclopedia.com/entry/server-operators-built-in-group/
http://www.thenetworkencyclopedia.com/entry/server-operators-built-in-group/

« 7.4 - Turn on Active Directory Recycle Bin

Imagine that you accidentally deleted an object in Active Directory like the
account of your CEO.

How great would it be if you could restore it again?
Active Directory Recycle Bin is by default not enabled. Enabling Recycle Bin
would help you to recover a lot of scenarios, where someone accidentally ran a
script and deleted tons of computer objects for example.

 How to check if AD Recycle Bin is enabled?

Get-ADOptionalFeature -Filter 'name -like "Recycle Bin Feature™

As you can see. It is not enabled in my domain

rs\Werner> Import-Module ActiwveDirectory
= Werner> Get-ADOptionalFeature

DistinguishedName : CN=Recycle Bin Feature,CN=Optional Features,CN=Directory Serwvice,CN=Windows
NT _CN=Services ,CN=Configuration, D =corp, M =contoso, DC=com

EnabledScopes : {1

FEaTUFeLlLy ¢ /obddcd8-acd0-445e-F3b9-arfober44f2a

Featurescope : {ForestOrConfigurationset}

[I=Disableable : False

Name : Recycle Bin Feature

ObjectClass : msD5-OptionalFeature

ObjectGUID : FOddcac6-909c-4970-9698-5644e941c002

RequiredDomainMode :

RequiredForestMode : Windows2008R2Forest

Enable-ADOptionalFeature 'Recycle Bin Feature' -Scope
ForestOrConfigurationSet -Target corp.contoso.com

PS5 C:‘\Users\Werner> Enable-ADOptionalFeature ForestOrConfigurationSet corp. contoso

M=Configuration,DC=corp,DC=contoso,DC=com’ 1s an
in Feature' o
you proceed.

sure you want to perform this action?
1ing the operation “"Enable” on target "Recycle Bin Feature”. e i
[A] Yes to AIT [N] Mo [L] Mo to A1l [5] Suspend [?] Help (default 1s "¥"




« Recommendation

» Turn on Active Directory Recycle Bin

- Get-ADOptionalFeature

Mi=tinauishedName
znabledscopes

FeaturebUll

1ainMode
=tMode

: CN=Rervrle Rin Feature CHN=0Ontinnal Feature
Ch=5erwvices,CN=Conf1
Partitions ,CN=Conti

foddcace-

1 Winde

cdl-445e-T3D9

onfigurations

Bin Feature

2008R2Forest

guration,D

guration,D
1tes ,CN=Configuration,
TY9bb 44T 28

et}

8-56442941c002

Service  CN=Windows

rp, DC=con

ettings,CN=DC,CH
,DC=com}

rvers ,CN=De




« 7.5 - Delegate rights to Tier 1 admins to restore
deleted objects

Tier 1 or 2 admins are creating objects, but sometimes. There might be cases
where someone accidentally deleted an object.

By default Domain Admins or equivalent can restore deleted objects. Good
news is that we can delegate this.

» First we have to take ownership of the CN=Deleted Objects container.
* Run PowerShell with DA privileges

» dsacls "CN=Deleted Objects,DC=corp,DC=contoso,DC=com"
/takeownership

Jtakeownership

Access list:
{Thi bject is protected from inheriting permissions from the parent}
Allow BUILTINYAdministrators SPECIAL ACCESS
LIST CONTENTS
READ PROPERTY
Allow NT AUTHORITY“SYSTEM SPECIAL ACCESS
DELETE
READ PERMISSONS
WRITE PERMISSIONS
CHANGE OWNERSHIP
CREATE CHILD
DELETE CHILD
LIST CONTENTS
WRITE SELF
WRITE PROPERTY
READ PROPERTY

The command completed successfully
PS C:hwindow '




 Now we are going to delegate the rights on the “'Tierl” group to be able
to restore objects.

dsacls "CN=Deleted Objects,DC=corp,DC=contoso,DC=com" /g CORP\
Tierl:LCRPWP

/g CORPY\Tierl:LCRPWP

Access list:
IThis object 1s protected from inheriting permissions Trom the parent}
2] Tow CORPY\Tierl SPECIAL ACCESS
LIST CONTENTS
WRITE PROPERTY
READ PROPERTY
8] Tow BUILTIMN\Administrators SPECIAL ACCESS

READ PROPERTY
A1low NT AUTHORITY\SYSTEM SPECIAL ACCESS
DELETE
READ PERMI
WRITE PERM
CHANGE OWNERS
CREATE CHILD
DELETE CHILD
LIST CONTENTS
WRITE SELF
WRITE PROPERTY
READ PROPERTY

he command completed succeszsfully
S Cyvwindos =t

* Everyone that is now part of the Tierl group can restore deleted objects.



« 7.6 - Tier 0 admins needs to be part of the “’Protected
Users’’ group

Protected Users is a global security group and its primary function is to
prevent users' credentials being abused on the devices where they log in.
Protected Users group features are supported on devices running Windows 8.1
and Windows Server 2012 (or higher).

Source: https://www.petri.com/windows-server-protected-privileged-accounts

+ Tier 0 admins are usually the folks with access to the most critical
resources, such as Domain Controllers, etc.

_ ~ || Mame Type Description
4 4| Admin 2] TierD COrganizaticnal...
4 (3] Tier a1 Tier 1 Organizational..,
i_- Accounts 2! Tier 2 Organizatipnal..,
21 Devices
B 2 Groups
2. Service Accounts
3. Tier Q) Servers
4 5] Tierl

m

2! Accounts
3 Devices
21 Groups

T v v

2! Service Accounts
4 [Z] Tier2

2. Accounts

2. Devices

2| Groups

= Service Accounts

T T

* Add Tier 0 admins to the Protected Users, group.

Protected Users Properties ? >
Ohject Security Attribute Editor
General Members Member Of Managed By
Members:
MName Active Directory Domain Services Folder

fi't Tierl com . contosa.com/AccountsGroups


https://www.petri.com/windows-server-protected-privileged-accounts

« 7.7 - Tier 0 admins needs to have the “"Account is
sensitive and cannot be delegated’’ check mark

Account is sensitive and cannot be delegated ensures that an account's
credentials cannot be forwarded to other computers or services on the network
by a trusted application.

The feature that allows an application to act on behalf of a user is known as
Kerberos Delegation.

Source: https://blogs.technet.microsoft.com/poshchap/2015/05/01/security-
focus-analysing-account-is-sensitive-and-cannot-be-delegated-for-privileged-
accounts/

Because Tier 0 admins are the folks with the highest privileges. It is
recommended to enable this check mark for all Tier 0 admins.

S e ~ || Mame Type Description
4 4| Admin 2] TierD COrganizaticnal...

4 (3] TierQ 21 Tier 1 Crganizational..,
3. Accounts 2 Tier2

Organizational..,
Devices

B 2 Groups
2 Service Accounts
3| Tier ) Servers
4 5] Tierl
2! Accounts
3. Devices
21 Groups

T v v

2! Service Accounts
4 [Z] Tier2

2. Accounts

2. Devices

2| Groups

= Service Accounts

T T

* Account is sensitive and cannot be delegated, check mark.

Account options:

[ Account is disabled 2
[] Smart card is required for interactive logon

Account is sensitive and cannot be delegated

[] Use only Kerberos DES encryption types for this account W


https://blogs.technet.microsoft.com/poshchap/2015/05/01/security-focus-analysing-account-is-sensitive-and-cannot-be-delegated-for-privileged-accounts/
https://blogs.technet.microsoft.com/poshchap/2015/05/01/security-focus-analysing-account-is-sensitive-and-cannot-be-delegated-for-privileged-accounts/
https://blogs.technet.microsoft.com/poshchap/2015/05/01/security-focus-analysing-account-is-sensitive-and-cannot-be-delegated-for-privileged-accounts/

« 7.8 - Reset the password of the KRBTGT twice

Every Active Directory environment has the “KRBTGT"" account in Active

Directory.

KRBTGT is service principal for the KDC that is responsible for encrypting and
signing all the Kerberos tickets in a domain.

If an attacker has managed to get the NTLM hash of the KRBTGT account.
Golden Tickets can be created to impersonate every user in the domain and

remain persistence.

This often requires DA or equivalent privileges, so that means that an attacker
already has domain dominance in your environment.

* Reset the password of the KRBTGT twice to make the Golden Ticket
invalid for an attacker.
* When was the last time that you reset the password twice?

W1 Nnaows

Copyright (C) 2016 Microsoft Corporation. All rights reserved.

P5 C:iwindows'system3z= Get-ADUser krbtogt r passwordlastset

DistinguishedName :

Enabled
GivenName

Name
ObjectClass
ObiectGUID
PaszswordLastset
SamAccountiame

51
Surname 5
UserPrincipalName :

Ch=krbtgt ,CN=Users ,D{=corp, D{=contoso,DC=com

crbtogt

user

de 8f1-4fb0-a720-32627866a213
: f 11:57:58 AM

00662483 -2648771335-1709913503-502




« Recommendation

« Reset the KRBTGT account twice every half year. This has been discussed
many of times, but a common industry best practice. Like STIG advises it.
Reset it every 180 days.

* Make sure that there is a 10-24 hours delay before doing the second
reset. In other words. Reset the password of the KRBTGT first and wait
10-24 hours before doing the second password reset. MS recommends
this.

What happens when you reset the password only once?

An attacker would still be able to use his Golden Ticket.

CHEHEE mimik
CHE

piptt ticket.kirbi

"ticket . kirbi': OK

' from 'DisableCMD’ to 'KiwiAndCMD' @ ©8087FF7CBAS20AS8

nimikatz Bl Administrator; CAWINDOWS\SYSTEM32\crmd.exe

ft Windows [Version 18.8.1713
8 Microsoft Corporation. All

pushd \\DCAC
Windows
¥:\Windows>cd NTDS
\Windows\N

Boot D

Directory of Y:\Windows\NTDS




« What happens when you reset the password twice?

Golden Ticket becomes invalid.

HHEHHE .

S HE j
SO\ /e amin DELPY
#H o\ E tp://
THHov #E

THEEEEET

nimikatz
File:

nimikatz
atch 0K R .exe’ from 'DisableCMD’ to

nimikatz

»dir )
is denied.

»pushd \ADChc$

ccess is denied.

C:\xb4x

C 22 2019 21:45:22

'KiwiAndCMD'




« 8.1 - Monitoring High-privileged groups in Active
Directory

High-privileged groups with the likes of Domain & Enterprise Admins are crucial
to monitor, because attackers are likely going after this groups

Keep in mind that there are more high-privileged groups, which are often
forgotten, such as Built-in\Administrators, Schema Admins, Account
Operators, Backup Operators, Server Operators, Print Operators,
DnsAdmins, Organization Management, Exchange Trusted Subsystems,
Exchange Windows Permissions.

* Do you monitor when someone is added to the Enterprise Admins group
for example?

* Here is a SQL service account added to the Enterprise Admins, group.

Enterprise Admins Properties ? x

General Members  Member Of Managed By

Members:

Mame Active Directony Domain Services Folder

2-, Administrator comp.contoso .comUsers
_2_; SOL Agert 5...  comp.contoso.comsAccounts/Services




« Recommendation

» Start monitoring high-privileged groups, but not just limited to Domain or
Enterprise Admin group

« Event 4728 “A member was added to a security-enabled group’’ -

Monitor this event, because it could be sign of privileges abuse. Like
adding service accounts to Domain Admin, etc.

{4] Event Properties - Event 4728, Microsoft Windows security auditing.

General  Details

A member was added to a security-enabled global group. ~
Subject:

Security D CORPYMark

Account Mame: Mark

Account Domain: CORP

Legen ID: (1 CEBAD W
Log Mame: Security
Source: Microsoft Windows security  Logged: 12/29/2019 9:59:08 AM
Event [D: 4728 Task Category:  Security Group Management
Lewvel: Information Keywords: Audit Success
User: M A Computer: DC.corp.contoso.com
OpCode: Info

More Information:  Event Log Online Help




« 8.2 - Deploy a honey user for Kerberoasting

We all might have heard of Kerberoasting. An attack that allows every
authenticated user request service tickets of accounts with a
servicePrincipalName.

With these service tickets they are able to export it and crack it offline. If you
are curious about how to perform this attack.

Please take a look at: https://attack.stealthbits.com/cracking-kerberos-tgs-
tickets-using-kerberoasting

This is the step of an attacker.

* Scanning accounts with a SPN
« Request service ticket(s)

* Export service tickets

* Crack service tickets

[Example]

» Attacker enumerates the Domain Admins group and discovers a service
account with a SPN, which is in this case. “SQLAgent”’

t group Jdomain
n Admins
gnated administrators of the domain

EQLngnt
Ine command completed

SQLAgent
for CN=5i

em. IdentityModel
ct System.IdentityModel. Tokens. KerberosReguestorSecurityToken

3 918-1
ecurityKeys 3 . Tokens. InMemorySymmetricSecurityKey}
vali :

_ orp. BA 1443
SecurityKey 3 1 . InMemorySymmetricSecurityKey



https://attack.stealthbits.com/cracking-kerberos-tgs-tickets-using-kerberoasting
https://attack.stealthbits.com/cracking-kerberos-tgs-tickets-using-kerberoasting

+ Event 4769 will show up in the Security logs. “’A Kerberos service ticket
was requested”’

* As you can
service acc

see. Mark has requested a service ticket from SQLAgent. This
ount is our honey user.

{3] Event Properties - Event 4769, Microsoft Windows security auditing.

General  Details

Account Mame: Mark@CORP.CONTOS0.COM A
Account Demain: CORP.CONTOS0.COM
Loegon GUID: {4366a6d1-904a-1189-bd90-529bcf 733881}
Service Information:
Service Mame: S0LAgent
Service ID: CORP\WSOLAgent W
Log MName: Security
Source: Microsoft Windows security  Logged: 12/29/2019 11:37:27 AM
Event | 4769 Task Category:  Kerberos Service Ticket Operation:
Level: Information Keywords: Audit Success
User M/ Computer: DC.corp.contoso.com
OpCode: Info

More Information:

Event Log Cnline Help




« Recommendation

* Create a fake service account, but make it look real as possible.
» Assign a fake SPN to the account.

* Add the honey user to Domain Admin or something similar.

* Monitor when someone request a service ticket from your honey user
account. 4769

[EXAMPLE]

* | have added a honey user account into the Domain Admins, group.

Domain Admins Properties ? >
Ohject Securty Attribute Editor
General Members Member Cf Managed By

Members:
Mame Active Directory Domain Sen
_1_;. Administrator corp.contoso .com.Users
_1_3 Mark Hassall comp.contasa comAccounts
;_;. Peter Houston corp.contoso.com/Accounts
L S0l Anert Service Accourt ! com cont
_1_;. SQAL DB Engine Service Account corp.contoso.comsAccounts

» Register a fake SPN on the honey user.

o 5QL DB Engine Serwice Account,0U=Serwvices,0U=Accounts,DC=corp,DC=contoso, C=co
341334

ngine i i i
=50L DB Engine Serwvice Account ,0U=5erwvices,0U=Accounts,DC=corp,DC=contoso,DC=com:




* Now when the attacker requests the SPN of our honey user.

)LDEEngine
IL DB Engine Service Account,0U=5erwices,0U=Accounts,D=corp,=contoso,DC=com

System. IdentityM o del

ValidFrom PM
ValidTo LH

ServicePrincipalName s0.com:DBA:1334

SecurityKey 3 em. IdentityModel. Tokens. InMemorySymmetricSecurityKey

*  We can catch him or her.
* Here we can see that Mark has requested a service ticket from an
account that is not mapped to anything in AD.

@ Event Properties - Event 4769, Microsoft Windows security auditing,

General Details

Account Mame: Mark@CORP.CONTOS0.COM "
Account Domain: CORP.CONTOS0.COM
Logon GUID: {7cTf3b3c-d5cd-1103-fa%5-d7eel6d2f 380}
Service Information:
Service Mame: SCLDBENngine
Service ID: CORPVSOLDBENgine W
Leg Mame: Security
Source: Microsoft Windows security  Logged: 12/29/2019 11:58:25 AM
Event [ 4769 Task Category: Kerberos Service Ticket Operation:
Level: Information Keywords: Audit Success
User MN/A Computer: DC.corp.contoso.com
OpCode: Info

Mare Information:  Event Log Online Help




* 9.1 - Understand the concept of MS Administrative
Tier Model

The purpose of MS Administrative Tier model is to reduce down credential by
using different levels. Tier 1, 2 and 3.

Tier 0 = Domain Admins or equivalent that have access to the most critical
servers like Domain Controllers, Azure AD, ADFS and PKI.

Tier 1 = Usually the server admins that can access different servers, such as
file servers, print servers, exchange, etc.

Tier 2 = Workstation / Helpdesk admins that have access to the workstations
of the clients.

Tier 0 admins can only access Tier 0 resources. Tier 1 admins can only access
Tier 1 resources and Tier 2 admins can only access Tier 2 resources.

[Example]

An Tier 0 admin can’t log on to a Tier 1 server or workstation, because he is not
allowed to do so.

Tier 2 admins can’t log on Tier 1 servers, because they are not allowed to.
Tier 1 admins can’t log on Tier 0 or Tier 2, etc.

Makes sense?

A

Same Tier
Logon

Higher Tier
Logon

Lower Tier
Logon

Tier 2

Blocked

A

Only as required
by role

Workstation Admins




« 9.2 - How to design MS Administrative Tier Model?

» First you need to create an OU structure that looks similar like this:

: Active Directory Users and Computers [DC.corp.contose|| pame Type Description
Saved Queries 151 Tier0 Organizational...

v c?rp.contoso.com =] Tier 1 Organizational...

g
Accounts =
 Gan :
o Tier0
| Accounts

] Tier2 Organizational...
o

‘ [I_I[I

| Devices
| Groups
| Service Accounts

LEER PR FER| PR F]

| Tier 0 Servers

<
L
_'

| Tier1

| Accounts

| Devices

| Groups

| Service Accounts

| Tier 1 Servers

<
7
_'

| Tier2

| Accounts

| Devices

| Groups

| Service Accounts
| Tier 2 Workstations

Tier 0

* Accounts = Accounts of all Tier 0 admins in Active Directory

+ Devices = Computer Objects of all the Tier 0 admins.

* Groups = AD group for Tier 0 admins

» Service Accounts = Service accounts that run as a service on Tier 0
server(s)

* Tier 0 Servers = Computer Objects of Azure AD Connect, ADFS, PKI,
NPS, etc.

Domain Controllers as well, but | suggest to leave them in the Domain
Controllers OU.

Tier 1

* Accounts = Accounts of all Tier 1 admins in Active Directory

+ Devices = Computer Objects of all Tier 1 admins.

* Groups = AD group for Tier 1 admins

* Service Accounts = Service accounts that runs as a service on Tier 1
server(s)

+ Tier 1 Servers = Computer objects of File servers, print servers, SQL
servers, etc. The rest of the servers in your environment.



Tier 2

* Accounts = Accounts of all Tier 2 admins in Active Directory

» Devices = Computer Objects of all Tier 2 admins

* Groups = AD group for Tier 2 admins

* Service accounts = Service accounts that runs as a service on
workstations of clients

« Tier 2 Workstations = Workstations of all the clients

This is how it kinda looks like. It is a design, so you have a feeling how this
model can be implemented. | will only guide it from a Tier O perspective. There
are more different ways to approach this model.

[EXAMPLE]

* Create a group in the “Groups’’ OU of Tier 0.
* Add all the users that belongs to Tier 0 to this group.

: Active Directory Users and Computers [DC.corp.contose|| Mame Type Description

_ Saved Queries H2 Tierd Security Group... Tier 0 admins
v 3 corp.contoso.com

= | Accounts
v 2] Admin
w (2] TierD
2| Accounts

15

ervice Accounts

o Devices

| Tier 0 Servers

* Now we are going to create a GPO and link it to the “"“Devices’ OU in Tier
0

* As you can see in the image. | have created a GPO and have linked it to
the OU “"Devices”’

w 2| TierQ
2 | Accounts
| Devices
s TierD-Devices-GPO
| Groups

<
L

[ E]

[ B

| Service Accounts
| Tier 0 Servers

[ B



Now | am going to edit that GPO with the following settings:

On the devices of Tier 0 admins. Only the local Administrator account and
the Tier0 group should be member of the local Administrators group.

(=] Tierl-Devices-GPO [DC.CORP.G
w i Computer Configuration
s | Policies
w || Preferences
> [ Windows Settings
w [=7] Control Panel Setting
Data Sources
Devices
Qﬂh Folder Options
g Local Users and G
Metwork Options
Eﬂ, Power Options

g_ﬁ Printers

Scheduled Tasks
% Services
~ #2 User Configuration
s | Policies
s || Preferences

Local Group  Common

g Action: Update

Group name:

| Administrators (built-n)

* The following groups should be empty on the Tier O devices.

Rename to: |
Description: | Built-in Administrators |
Delete all member users
Delete all member aroups
Members:
Mame Action SID
CORP\Tierd ADD 5-1-5-21-35664
Administrator ADD
£ >
Add... Remove Change...

Backup Operators, Cryptographic Operators, Network Configuration
Operations, Power Users, Remote Desktop Users, Replicators

=] Tierl-Devices-GPO [DC.CORP.C
v (& Computer Configuration
5 [ Policies
s~ || Preferences
» [ Windows Settings
~ [&] Control Panel Settinc
Data Sources
Devices
m’ Folder Options
E Local Users and €
Network Options
ﬂﬂ, Power Opticns

&6 Printers

Scheduled Tasks

% Services

Processing

Marne

£# Local Users and Groups

Acticn

Full Mame

#% Administrators (b... 1 Update  N/A
Backup Operators ... 2 Update  N/A
CryptographicOp... 3 Update  N/A
#% Netwaork Configur... 4 Update  N/A
PowerUsers (built... 5 Update  N/A
Remote Desktop .. 6 Update M/A
Replicators (built-i... 7 Update  N/A

Description

Built-in Administrators



+ At User Right Assignment - | have allowed Administrators and TierO users
to be able to log on locally to the devices.

Allow log on locally Properties ? >
Securty Policy Setting  Bxplain

_-@1 Allow log on locally

Define these policy settings:

Administrators
CORPTierd

« Now | am done this with this GPO.

Now | have to create a new GPO and link it to the ‘“"Tier 0 Servers’’ OU in Tier
0. This GPO is called “Tier0O-Servers-GPO"’

2| TierD
2| Accounts
w 2| Devices
= TierDd-Devices-GPO
o | Groups
2| Service Accounts
w 2| Tier 0 Servers
= TierD-Servers-GPO

* This GPO should contains the same settings as the Tier0-Devices-GPO.
Ensure that only the local Administrator and TierO admins are
member of the local Administrators group on the Tier O servers.

* Ensure that the following groups are empty on the Tier 0 servers:
Backup Operators, Cryptographic Operators, Network

Configuration Operations, Power Users, Remote Desktop Users,
Replicators



Since we all know that Tier 0 admins are usually the Domain Admins or
equivalent. We have to deny logon access to lower Tiers, which is in this
case. Tier 1 & Tier 2.

| have created two GPO’s and linked it to the “"Devices’’ and ‘“Tier 1
Servers’’ OU at Tier 1

w (2] Tier1
2| &ccounts
[ e
= RestrictDevicelogon
4| Groups
3| Service Accounts
vl 2| Tier 1 Servers
= RestrictServerLogon

Both GPO contains the following settings: User Right Assignments

Deny access to this computer from the network: Domain Admins,
Enterprise Admins, Schema Admins, TierO

Deny log on locally: Domain Admins, Enterprise Admins, Schema
Admins, Tier0

Deny log on through Remote Desktop Services: Domain Admins,
Enterprise Admins, Schema Admins, TierO

Now | have linked the exact same GPO that is called
“"RestrictDeviceLogon’’ to the OU ‘'Devices’ in Tier 2

| have created a new GPO with the exact same settings, but only with a
different name, which is ‘’"RestrictWorkstationLogon’’ and | have
linked this one to the “Tier 2 Workstations’’ OU

w 2| Tier2

| Accounts

Devices |

| RestrictDeviceLlogon
| Groups
| Service Accounts
| Tier 2 Workstations I
5| RestrictWorkstationLogon




Recommendation

In my example. | have only demonstrated it from Tier 0. You still need to
ensure that Tier 1 their devices is in clean state, and that only the local
Administrator and the Tier 1 group is part of the local Administrators
group on the Tier 1 devices and Tier 1 servers.

Besides of that, you need to ensure that Tier 1 admins cannot log on Tier
2 assets. Like for example, the devices of Tier 2 admins or the
workstations from the clients.

At the Tier 2 zone. Only the local Administrator & Tier 2 group should be
part of the local Administrators group on the devices of Tier 2 admins and
the workstations of the clients.

| have created at every Tier an OU called ‘’Service accounts’ - A nice
example is that there are plenty of vendors claiming ’"DA’’ privileges or
otherwise they won’t support. Tier model helps to reduce down service
accounts login into lower tiers.

For more information:
https://docs.microsoft.com/en-us/windows-server/identity/securing-

privileged-access/securing-privileged-access-reference-material



https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material

9.3 - Manage Azure AD Connect from a Tier O level

The Azure AD Connect server contains critical identity data and should be
treated as a Tier 0 component as documented in the Active Directory
administrative tier model.

Source: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-
connect-install-prerequisites#azure-ad-connect-server

* Here you can see that Azure AD Connect is managed from a Tier O
operations.

: Active Directory Users and Computers [DC.corp.cont & || Name Type Description
| Saved Queries

. 1] AADCONMECT Computer Azure AD Connect
w 5 corp.contoso.com

2| Accounts

w (2] Admin
w [2] TierD
o | Accounts
2| Devices
2| Groups
o Service Accounts

w o Tierl

| Accounts
| Devices

| Groups

| Service Accounts

| Tier 1 Servers
w (o] Tier2

| Accounts

| Devices

a| D
2| Groups
2| Service Accounts

| Workstations



https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-prerequisites#azure-ad-connect-server
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-prerequisites#azure-ad-connect-server

« Recommendations

* Manage Azure AD Connect from a Tier 0 operations. Attackers with local
admin access to AAD servers are able to compromise an entire Active
Directory domain.

* Azure AD Connect needs to be threaten as a second Domain Controller.

Source: https://blog.xpnsec.com/azuread-connect-for-redteam/

* All GPQO’s that are applied on Azure AD Connect needs to be managed
from a Tier O operations or otherwise unauthorized users would be able
to add themselves to the local Administrators group.



https://blog.xpnsec.com/azuread-connect-for-redteam/

« 9.4 - Manage ADFS from a Tier O level

AD FS is, fundamentally, an authentication system. Thus, it should be treated
as a "Tier 0" system like other identity system on your network.

Source:
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/design/best-

practices-for-secure-planning-and-deployment-of-ad-fs

* Here you can see that ADFS is managed from a Tier O operations.

W |d

| Active Directory Users and Computers [DC.corp.cont A
| Saved Queries
w j_:] corp.contoso.com
o | Accounts
w (2] Admin

| TierQ
2 Accounts
| Devices
Groups
| Service Accounts

o Groups
2| Service Accounts
o | Tier 1 Servers
| Tier2
2 Accounts
| Devices
Groups
| Service Accounts

| Workstations

Name Type Description
::._!:':AADCONNECT Computer Azure AD Connect
j:._!'::ADFS Computer Active Directory Federation Services



https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/design/best-practices-for-secure-planning-and-deployment-of-ad-fs
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/design/best-practices-for-secure-planning-and-deployment-of-ad-fs

« Recommendations

« Start managing ADFS from a Tier 0 level

* Ensure that all the GPO’s that are applied on the ADFS server(s) are
managed from a Tier 0 level.




« 10.1 - Deploy Azure AD Password Protection

Azure AD Password Protection helps you to have a better overview of users,
that use or pick poor passwords.

One of the cool things about Azure AD Password Protection is, that it's also
available for on-premise, and not just for the Cloud.

We always had that problem where attackers were using different techniques,
such as Password Spraying. Because users were picking poor passwords, and
attackers love to after them.

Here in the image down below. You can see that the attacker had a few success
by using “"Password123456"

+ Password Spraying

-Verhose

Warni ng:
The domain Y
Setting a 30 minute .1.'311: in be‘tween Sprays.

ord Spray
want to perform a pas rd =pray against 7 accounts?
[?] Help (default is
ring has begun with 1 ;
while depending on the to a'l number of users
d 123456 against 7 users. Current time is 9:25 PM

* Credits: https://ired.team/offensive-security-experiments/active-
directory-kerberos-abuse/active-directory-password-spraying

NOTE: If you have plans to use Azure AD Password Protection for on-premise. It

is only supported in public Cloud. Since there is no on-premise version for Azure
AD Password Protection


https://ired.team/offensive-security-experiments/active-directory-kerberos-abuse/active-directory-password-spraying
https://ired.team/offensive-security-experiments/active-directory-kerberos-abuse/active-directory-password-spraying

Requirements

* Azure AD Premium P1 or P2

* All the Domain Controllers must run at least Windows Server 2012 or
later to have the DC Agent Software installed

» All the Domain Controllers need to have Microsoft .NET 4.5 installed

« All the Member servers where Azure AD Password Protection Proxy
service will be installed. Must run on a Windows Server 2012 R2 or later.

+ All the Member servers with Azure AD Password Protection Proxy service
must have Microsoft .NET 4.7 installed.

* Network connectivity must exist between at least one domain controller
in each domain and at least one server that hosts the proxy service for
password protection. This connectivity must allow the domain controller
to access RPC endpoint mapper port 135 and the RPC server port on the
proxy service

* All the Member servers where Azure AD Password Protection is installed
must have network access to the following:

Endpoint Purpose
https://login.microsoftonline.com Authentication requests

https://enterpriseregistration.windows.net Azure AD password protection functionality

* The list goes on, so please read here further:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-
directory/authentication/howto-password-ban-bad-on-premises-deploy.md

I’m going to assume that you have read the link and that you fully understand
what you have to do first before deploying Azure AD Password Protection. It
gives you an entire walkthrough.

https://techcommunity.microsoft.com/t5/ITOps-Talk-Blog/Step-By-Step-
Implementing-Azure-AD-Password-Protection-On/ba-p/563342

Please test this in a test environment, because there is a chance, that you will
do something stupid.

NOTE: This is tested on a test environment.


https://techcommunity.microsoft.com/t5/ITOps-Talk-Blog/Step-By-Step-Implementing-Azure-AD-Password-Protection-On/ba-p/563342
https://techcommunity.microsoft.com/t5/ITOps-Talk-Blog/Step-By-Step-Implementing-Azure-AD-Password-Protection-On/ba-p/563342
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-directory/authentication/howto-password-ban-bad-on-premises-deploy.md
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-directory/authentication/howto-password-ban-bad-on-premises-deploy.md

« If everything went well. You will now receive the following event at
Microsoft-AzureADPasswordProtection-DCAgent/Admin

+ Event: 3006 ‘““The service is now enforcing the following Azure password
policy”

12 Event Viewer (Local) Admin MNumber of events: 1 (I} New events available

» _“—ﬁl, Custom Views
¥ _:.J Windows Logs

Level Date and Time Source Event ID  Task Category

v [ Applications and Services Lo (D Information 12/30/2019 7:16:04 AM DCAgent Mene

§5] Active Directory Web Ser
» [ ADFS
5 || Device Registration Servii
§5] DFS Replication
§5] Directory Service
§&] DNS Server
@ File Replication Service
» [ Forefront Identity Manag
§5] Hardware Events Event 30006, DCAgent
{5 Internet Explorer
§] Key Management Service

General  Details

v [ Microsoft
5 [ Appy The service is now enforcing the following Azure password policy.
» ;I AzureADConnect Enabled: 1
w [ Pl;_zlureADPaswordPrc AuditOnly: 1
~ || DCAgent Global policy date: 2019-11-03T00:00:00.000000000Z
i Admin Tenant policy date.: 1601-01-01T00:00:00.000000100Z
g Operational Enforce tenant policy: 1
= Trace
> [ ProxyService

* This is how my current setting looks like.

Custom smart lockout

Lockout threshald (@ | 10 |

Lockout duration in seconds C)| 60 |

Custom banned passwords

Enforce custom list (0 . Yes ZI

Custom banned password list &

Password protection for Windows Server Active Directory

=,

Enable password protection on Windows Server Active Directory (& [ No )

Mode @ ( enforced  (IDTTED)




* Now | am going to change it to “Enforced’’ so instead of auditing. | will
block banned passwords.

Manage Custom smart lockout

& Authentication method policy (... Lockout threshold (&) | 10 |

Password protection -
- Lockout duration in seconds (_)| 60 |

Custom banned passwords

Enforce custom list (@ | ] Yes Mo

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory (O '3 Mo ::'
Mode @ ( enforced JERLED,

* Here is an example that the password of Amy has expired, so she needs
to change her password.

Change a password

CORP\AMYy

Sign in to: CORP

How dao | sian in to another domain?




When she decides to change her password to “"PasswOrd!’" or something
similar. The following will happen.

Change a password

Unable to update the password. The value provided for the new

password does not meet the length, complexity, or history requirements
of the domain.

The global banned password list is based of the following information that
can be found here:

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-
directory/authentication/concept-password-ban-bad.md



https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-directory/authentication/concept-password-ban-bad.md
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/active-directory/authentication/concept-password-ban-bad.md

+ When someone is creating a new user and decides to choose a poor
password. The following message will be shown

2

Createin:  com.contoso com/Accounts/Users

i ] Type Description
User Director of Con
When you click Finish, the following object will be created: User Contoso messa
Full name: Robin User Director of Con
_ User Director of Con
User logon name: Robin@comp .contoso.com User Contoso dome
User
User Engineering ser
User Contoso intern
User Director of Con
User Contoso messa
Active Directory Domain Services *
< Back Windows cannet set the password for Rebin because:

The password does not meet the password policy requirements, Check
the minimum password length, passwerd complexity and password
history requirements,

+ When someone wants to reset a user his/her password and decides to
choose a weak password...

Reset Password 7 »
MNew password: ||-|||-|||-| |
Confirm password: |"““""-| |

User must change password at next logon
The user must logeff and then logon again for the change to take effect.

Account Lockout Status on this Domain Controller: Unlocked

[ Unlock the user's account

Cancel




* The following message will show up

Active Directory Domain Services

history requirements.

Windows cannot complete the password change for Thiemo because:
The password does not meet the password pelicy requirements, Check
the minimurm passwerd length, password complexity and password

oK

*  When you have it on audit mode. You will see event 3009 that it says
the password was accepted, but that the password was discovered in the
banned password list.

12| Event Viewer (Local)

> _# Custom Views

> —b Windows Logs

v & Applications and Services Lo
§5] Active Directory Web Ser
[ ADFS

[T Device Registration Serviy
{s] DFS Replication

{+] Directory Service

W

Mumber of events: 11

Admin

Source Event ID  Task Category

DCAgent 10025 Mone
DCAgent

Level Date and Time

® Information 12/30/2019 7:46:32 AM
12/30/2019 7:46:32 AM

1 Information

{5 DNS Server

{5 File Replication Service
» [ Forefront Identity Manag
§+] Hardware Events
{5 Internet Explorer
§5] Key Management Service
v | Microsoft
» [ AppV
5 [ AzureADConnect
v ] AzureADPasswordPrc
v [ DCAgent

5| Admin

5| Operaticnal

® Information 12/30/2019 7:39:25 AM DCAgent 10025 Mone
® Information 12/30/2019 7:39:25 AM DCAgent 30009 Mone
® Information 12/30/2019 7:34:10 AM DCAgent 10025 Mone
® Information 12/30/2019 7:34:10 AM DCAgent 30009 Mone
Event 30009, DCAgent H

General Details

The reset password for the specified user would normally have been rejected because it matches at least
one of the tokens present in the Microsoft global banned password list of the current Azure password
policy. The current Azure password policy is configured for audit-only mode so the password was
accepted.

UserMame: Craig
FullMarme: Craig Dewar

] Trace




« Recommendation

Start deploying Azure AD Password Protection if you haven’t done it yet.

rr

Start with the “audit’”” mode first before going to “’Enforce

Authentication methods - Password protection

Undisclosed - Azure AD Security

| « Save X Discard

|
Manage Custom smart lockout
& Authentication method policy (... Lockout threshold (0 | 10 |

Password protection -
3 Lockout duration in seconds (_Z'| &0 |

Custom banned passwords

Enforce custom list (0 l Yes No ))

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory (O '3 No _:'
Mode © '::I Enforced m}

Make sure that you first have deployed Azure AD Password Protection in a
test environment to see if you fully understand the implementation. It is
not that difficult, but it is always common that mistakes will be made,
which is fine. We're all can learn from mistakes!




« 10.2 - Set a password for the Guest & DefaultAccount
account

By default, Guest & DefaultAccount have no password in AD. Good news is
that both accounts are disabled, but if someone enables them. They can log on
those accounts.

rershe
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS5 C:WUsers'Mark= Get-ADUser PasszwordLast5et | Where-Object {%_.PasswordlLastSet

DistinguishedName : CN=Guest,CN=Users,DC=corp,DC=contoso,DC=com
GivenName 3

: Guest

1 user

: eeBOacad-ccf7-47bb-ad32-870a681b9314

Guest

1 5-1-5-21-3566662483-2648771335-1709913503-501
Surname 3
fUzerPrincipalName :

DistinguishedName : CN=DefaultAccount,CM=Users,D{=corp,DC=contoso,DC=com
GivenName 3

: DefaultAccount

I user

: B4a5efad-49c2-4de3-aclc-8a726aedd02d

DefaultAccount
: 5-1-5-21-3566662483-2648771335-1709913503-503

UserPrincipalName :

« Recommendation

Set a password for both accounts.



« 11.1 - Discretionary Access Control List

(DACL) An access control list that is controlled by the owner of an object and
that specifies the access particular users or groups can have to the object.

Source: https://docs.microsoft.com/en-us/windows/win32/secgloss/d-aly

« Example

Here we have a user that is called Paul West. The side that is marked as red
defines the ACL, which identifies, which users or groups are assigned or denied
permission to an object.

As you can see in the image. There are different groups that are assigned to
the object, such as Authenticated Users, Cert Publishers and Domain Admins.

Paul West Properties 7 X

Published Cerficates  Member Of  Passwaord Replication  Dialdn  Object

Remote Desktop Services Profile COM+ Attribute Editor
General Address Account Profile Telephones Organization
Securty Environment Sessions Remote control

GI'CILIIZI ar user names:

H2 Everyone s
4% CREATOR OWNER
8% SELF
HE Authenticated Users
HE SYSTEM
42 Domain Admins (CORPDomain Admins)
82 Cert Publishers (CORPYCert Publishers) W
Add... Femove
Permizsions for ENTERPRISE DOMAIN
COMNTROLLERS Allow Derry
Full cortral ] 1 =
Read ] ]
Write U] ]
Create all child objects ] ]
Delete all child objects ] ]
Allowed to authenticate ] ]
f | — — =
For special pemmissions or advanced settings, click Advanced

Advanced.



https://docs.microsoft.com/en-us/windows/win32/secgloss/d-gly

An ACL is controlled by the owner of an object. Which is in this example.
Domain Admins.

| Advanced Security Settings for Paul West | O
|Owner: Domain Admins (CORP\Domain Admins) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
BB Allow  RAS and IAS Servers (CORP\R... Read account restricti.. Mone This object only
H2 Allow  RASand IAS Servers (CORP\R... Read logon information  Mone This object only
S Allow  RAS and IAS Servers (CORP\R... Read group members... Mone This chject only
SR Allow  RAS and 1AS Servers (CORP\R... Read remote accessin... Mone This chject only
BB Allow  Cert Publishers (CORP\Cert P... MNone This ohject only
SR Allow  Windows Authorization Acce... MNone This object only
H Allow  Terminal Server License Serve.., MNone This ohject only
SR Allow  Terminal Server License Serve.. Read/write Terminal 5. MNone This chject only
SR Allow  Everyone Change password None This object only
B2 Allow  SELF Change password Mone This object only

Domain Admins has the rights to control the access of particular users and
groups. Like for example denying read access to an object.

Paul West Properties ? >

Published Cerfficates  Member Of  Password Replication  Dialin Object

Remote Desldop Services Profile COM+ Attribute Editor
General Address Accournt Profile Telephones Organization
Securty Environment Sessions Remote control

GI'CILIFI ar user names:

HE CREATOR OWMNER ~
HE SELF

ER Authenticated Users

H2 SYSTEM

Jeff Wang (jeff @comp. contoso com)
2% Domain Admins {CORP\Domain Admins)

ER Cent Publishers (CORP“Cert Publishers) ]
Add... Remove
Permissions for Jeff Wang Allowy Derny
Full cortrol 1 1=~
Read [l |
Write D D
Create all child objects O O
Delete all child objects | |
Allowed to authenticate | |
e "l 1 1 R
Far special permissions or advanced settings, click Ietreareed

Advanced.




« Example

Here | am logged in as the user Mark and | am going to do a query on the user
Paul.

* All the results will be displayed for Mark.

owershe
Copyright (C) 2016 Microsoft Corporation. All rights reserwved.

P5s C:h\Users'\Mark= Get-ADUser Paul

DistinguishedName : CN=Paul West,0U=Users,0U=Accounts,DC=corp,DC=contoso,DC=com
G1venName : Paul

: Paul west

! user

: bf048ac8-e67a-4dcl-8562-4edc0263aa38

335-1709913503-1107

Here | am logged in as the user Jeff and | am going to do a query as well on the
user Paul, but this time. | won’t get any results. Because ““Read’’ permission
has been denied.

PS C:hUsers\Jeff» Get-ADUser Paul

PS C:\Users\Jeff> _




« 11.2 - Access Control Entries

Access control entries (ACE) are entries in an access control list containing
information describing the access rights related to a particular security
identifier or user.

Source: https://www.techopedia.com/definition/24/access-control-list-acl-
microsoft

« Example

We have read at 11.1 that an ACL specifies the particular access, a user or
group has on an object.

An ACE is an entry in the access control list that describes which access rights
is assigned.

Here we can see that Dan Park has the rights to modify the permission
(WriteDacl) of Michelle and is able to take her account over.

Advanced Security Settings for Michelle Fredette O >
Owner; Domain Admins (CORP\Domain Admins) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit {if available).

Permission entries:

Type Principal Access Inherited from Applies to &
SR Allow  SELF Read/write phone and... Mone This chject only
8% Allow  SELF Read/write web infor..  Mone This obiect only
a Allow  Dan Park (dan@corp.contoso.com) Muodify permissions Mone This chject only
82 Allow  Domain Admins (CORPY\Domain Admins)  Full control Mone This object only
82 Allow  Account Operators (CORP\Account Ope...  Full control Mone This chject only
8% Allow  Authenticated Users Read permissions Mone This chject only
SR Allow  SELF Speaial Mone This chject only
SR Allow  SYSTEM Full control Mone This chject only
8% Allow  Pre-Windows 2000 Compatible Access (... Special DC=corp,DC=contose.. Descendant InetOrgF o,
£ >

» List of exploitable ACEs: https://wald0.com/?p=112


https://wald0.com/?p=112
https://www.techopedia.com/definition/24/access-control-list-acl-microsoft
https://www.techopedia.com/definition/24/access-control-list-acl-microsoft

« 11.3 - Example of ACL based attack

BloodHoundAD is a tool that maps out different attack paths in Active Directory
based on exploitable ACL & ACEs.

The great thing about this tool is mainly the automation that it does for you.
Instead of looking manually. It will show you all the different attack paths to
Domain Admin for example.

| would highly encourage everyone to run this tool in their environment to see
how “’secure’ their configuration is in Active Directory.

In most environments there is a lot of legacy from 5 or 10 years ago, which
might shock you, when you run this tool. Perhaps Domain Users could become
Domain Admin?

Find the tool here: https://github.com/BloodHoundAD/Bloodhound/wiki
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https://github.com/BloodHoundAD/Bloodhound/wiki

« 12.1 - PingCastle

PingCastle is a free, Windows-based utility to audit the risk level of your AD
infrastructure and check for vulnerable practices.

This tool has been developed by Vincent Le Toux and it gives you a quick

overview with nice dashboards to see your risk score in AD.

Download PingCastle: https://www.pingcastle.com/download/

« Example

Active Directory Indicators

50

n,

Stale Object : 46 /100

Itis about operations related to user or
computer objects

Privileged Accounts : 45 /100

Itis about administrators of the Active
Directory

Staled Objects

Privileged accounts Trusts

Inactive user or computer ACL Check

INetwork topography Admin control SID Filtering

Object configuration Irreversible change SIDHistory

Ohsolete 05 Privilege contraol

Old authentication protocols Trust inactive

Provisioning

Replication

Unfinished migration

Wulnerability management

Old trust protocol Backup

Trustimpermeabhility | Local group vulnerahility

Srules
matched

3rules
matched

Anomalies

Certificate take over

Golden ticket

Metwork snifiing
Pass-the-credential
ssword retrieval

Reconnaissance

Temporary admins

Weak password

Domain Risk Level: 100 /100

~,
Y
=,
D

Trusts : 100 /100

Itis about links between two Active
Directories

Anomalies : 100 /100

Itis about specific security control points

It is the maximum score of the 4 indicators and one score cannot be higher than 100. The lower the better

Jrules
matched

9rules
matched



https://www.pingcastle.com/download/
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